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Abstract

In earlyNovember1988theInternet,a collectionof net-
works consistingof 60,000hostcomputeramplementing
the TCP/IPprotocolsuite, was attackedby a virus, a pro-
gramwhichbrokeinto computer®nthenetworkandwhich
spreadfrom one machineto another This paperis a de-
tailedanalysisof thevirus programitselfaswell asthere-
actionsof thebesiegednternetcommunity We discusghe
structue of theactualprogram aswell asthestrategieshe
virus usedto reproducdtself. We presenthe chronology
of eventsasseenby our teamat MIT, oneof a handfulof
grougs aroundthe countryworkingto takeapartthe virus,
in an attemptto discoverits secretsandto learnthe net-
work’s vulnerabiliies. We describethe lessonsthat this
incidenthastaughtthe Internetcommunityandtopicsfor
future consideratiorandresolution. A detailedroutineby
routine descriptiorof thevirus programincludingthe con-
tentsof its built in dictionaryis provided.

1 Introduction

Thelnternetfl][ 2], acollectionof interconnectedetworks
linking approximately60,000computersyasattackedy a
virus programon 2 November1988. The Internetcommu-
nity is comprisedof academic,corporate,and goverment
researctusers,all seekingto exchangenformationto en-
hancetheirresearctefforts.

The virus broke into Berkeley StandardDistribuion
(BSD) UNIX! andderivativesystems.Onceresidentin a
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computerit attemptedo breakinto othermachinesonthe
network. This paperis an analysisof thatvirus program
andof thereactionof the Internetcommunityto the attack.

1.1 Organization

In Sectionl we discussthe categorizatiorof the program
which attackedthe Internet,the goalsof the teamswork-

ing on isolatingthe virus andthe methodghey employed,
andsummarizewhatthevirus did anddid not actuallydo.

In Section2 we discussn moredetailthe strategiest em-

ployed, the specfic attacksit used,and the effective and
ineffective defensegproposeddy the community Section
3 is a detailedpresentatiorof the chronologyof the virus.

It describeshow our groupat MIT found out andreacted
to the crisis, andrelatethe experiencesnd actionsof se-
lect othergroupsthroughotithe country especiallyasthey

interactedwith our group. Oncethe crisis hadpassedthe
Internetcommunityhadtimenotonlyto explorethevulner-

abilitieswhich hadallowedthe attackto succeedput also
to considethow futureattackscouldbeprevented Section
4 presentour views on the lessondearnedand problems
to befacedin thefuture. In Section5 we acknowledgehe
peopleon ourteamandthe peopleat othersiteswho aided
usin the effort to understandhevirus.

We presenta subroutineby subroutinedescriptiorof the
virus programitself in Appendix A, including a diagram
of the informationflow throughthe routineswhich com-
prisethe‘‘crackingengine’. AppendixB containsa list of
thewordsincludedin the built-in dictionarycarriedby the
virus. Finally in AppendixC we providean alphabetized
list of all the peoplementionedn this paper their affilia-
tions,andtheir networkmail addresses.



1.2 A Roseby Any Other Name

Thequestiorof howto classifytheprogramwhichinfected
thelnternethasreceiveda fair amountof attention.Wasit
a‘‘virus” or ‘‘worm’’; or wasit somethingelse?

Thereis confusionaboutthe term*‘virus.” To a biolo-
gistavirusis anagenbf infectionwhich canonly growand
reproducewithin ahostcell. A lytic virusentersa cell and
usesthe cell’'s own metabolicmachineryto replicate. The
newlycreateds/iruses(moreappropriatelyalled‘‘virons’)
breakout of theinfectedcell, destroyingit, andthenseek
outnew cellsto infect. A lysogeneticvirus, on the other
hand,altersthe geneticmaterial of its hostcells. When
the hostcell reproducest unwittingy reproduceghe vi-
ral genes.At somepointin thefuture, the viral genesare
activatedandmanyvironsareproducedy thecell. These
proceedo breakout of the cell andseekout othercellsto
infect[3]. SomesinglestrandDNA virusesdo notkill the
hostcell; they usethe machineryof the hostcell to repro-
duce(perhapsslowingnormalcelluargrowthby diverting
resourcesandexitthecellsin anon-destructivenannerfl].

A “worm” is anorganismwith anelongatedsegmented
body Becauseof the shapeof their bodiesworms can
snakearoundobstaclesindwork theirwayinto unexpected
places.Someworms,for examplethetapeworm arepara-
sites. They live insideof a hostorganism feedingdirectly
from nutrientsintendedfor hostcells. Thesewormsre-
prodwce by sheddingoneof their segmentsvhich contains
many eggs. They havedifficulty in reachingnew hosts,
sincetheyusuallyleaveaninfectedhostthroughits excre-
tory systemandmay notreadilycomeinto contactwith an-
otherhostp].

In decidingwhich term fits the programwhich infected
the Internet,we must decidewhich part of the systemis
analogouso the‘‘*host”. Possibilitesincludethe network,
hostcomputers programs,and processes.We must also
considettheactionsof the programandits structure.

Viewing the networklayerasthe ‘*host’ is not fruitful;
thenetworkwasnotattackedspecfic hostsonthenetwork
were. Theinfectionneverspreadeyondthe Interneteven
thowh there were gatewaysto other types of networks.
Onecouldview theinfectionasa worm, which “‘wiggled”
throughaitthe network. But asBeckmanpointsout[6] the
progamdidn’t haveconnected‘'segments’in any sense.
Thusit cant beaworm.

A modelshowingthe computersasthe ‘‘host” is more
promising. Theinfectionof 2 Novemberenteredhe hosts,
reproducedand exited in searchof new hoststo infect.
Somepeoplemight arguethat sincethe hostwas not de-
stroyedn this processthattheinfectingprogramwasmore
likeawormthanavirus. But, asmentionecearlier, notall
virusesdestroytheirhostcells. Denning[ 7] definesa com-
puterworm as a programwhich entersa workstationand
disablest. Inthatsensdaheinfectioncouldbeconsidered

worm, butwe rejectthisddfinition. Theinfectedcomputers
wereaffectedbutnotall were*‘disabled’. Thereis alsono
analogto the segment®f a biologicalworm.

Denning has describedhow many personalcomputer
programshavebeeninfectedby viral programsf]. These
are frequently analogousto lysogeneticvirusesbecause
they modify the actualprogramcodeasstoredin the com-
puters secondarystorage. As the infected programsare
copied from computerto computerthroughnormal soft-
ware distribution, the viral codeis also copied. At some
pointtheviral codemay activateandperformsomeaction
suchasdeletingfiles or displayinga message.Applying
thisddfinition of aviruswhile viewingprogramsas‘‘hosts’
doesnotwork for thelnternetinfection,sincethevirusnei-
therattackedhor modified programsn anyway.

If, however processesreview as'‘hosts”, thentheIn-
ternetinfectioncanclearly be considered viral infection.
Thevirusenterechoststhrougha daemorprocesstricking
thatprocessnto creatingaviral processwhichwouldthen
attemptto reproduce.In only one case,thefingerattack,
wasthe daemorprocessactuallychangedbutaswe noted
aboveonly lysogeneticvirusesactuallychangetheir host's
geneticmaterial.

Denningddinesa bacteriumasa programwhich repli-
catedtselfandfeedsoff thehostscomputationalesources.
While this seemsto describethe programwhich infected
theInternet,it is anawkwardandvaguedescriptiorwhich
doesnt seemto conveythe natureof theinfectionatall.

Thuswe havechoserto call the programwhich infected
theInternetavirus. We feel it is accurateanddescriptive.

1.3 Goalsand Targets

The programthat attackedmany Internethostswasitself
attackedby teamsof programmersroundthecountry The
goalof these¢eamawasto find outall theinnerworkingsof

thevirus. Thisincludednotjustunderstandinfowto stop
furtherattacksbutalsounderstandingrhetherany perma-
nentdamagehadbeendone,includingdestructioror alter-
ation of dataduringthe actualinfection,or possible ‘time

bombs’ left for laterexecution.

Therewere severalstepsin achievingthesegoals: in-

cluding

¢ isolatingaspecimerof thevirusin aformwhichcould
beanalyzed.

e ‘‘decompiling’ the virus, into a form that could be
shownto reduceto the executableof the real thing,
sothatthe higherlevel versioncouldbeinterpreted.

e analyzingthe strategiesisedby the virus, andthe el-
ementsof its design,in orderto find weaknesseand
methodsof defeatingt.

The first two stepswere completedby the morning of

4 November1988. Enoughof the third was completeto



determinethat the virus was harmless but therewere no
cluesto the higherlevel issues suchasthe reasonfor the
virus’ rapidspread.

Oncethe decompileccodeexisted,andthe threatof the
virus knownto be minimal, it was clearto the MIT team

andthoseat Berkeleythat the code shouldbe protected.

We understoodhat the knowledgerequiredto write such
aproglamcouldnotbekeptsecretputfelt thatif thecode
were publicly available,someonecould too easily modify
it andreleasea damagingmutatedstrain. If this occurred
beforemanyhostshadremovedhebugswhichallowedthe
penetratia in thefirst place,muchdamagevould bedone.

Therewasalsoa clearneedto explainto thecommunity
whattheviruswasandhowit worked. Thisinformation,in
theform of thisreport,canactuallybe more usefulto inter-
estecpbeoplethanthesourcecodecouldbe,sinceit includes
discussiomf thesideeffectsandresultsof thecode aswell
asflawsin it, ratherthanmerelylistingthecodeline by line.
Conwerselytherearepeoplenterestedn theintricatedetail
of howandwhy certainroutineswvereused;thereshouldbe
enougtdetailhereto satisfythemaswell. Readersvill also
find SeelyB] andSpaford’'s[9] paperdnteresting.

1.4 Major Points

This sectionprovidesan outline of the how the virus at-
tackedandwho it attacked.It alsolists severalthingsthe
virus did not do, but which manypeopleseemto haveat-
tributed to the virus. All of the following pointsare de-
scribedin moredetailin Section2.

1.4.1 How it entered

e sendmailneedediebugmode,asin SunOShinaryre-
leases)
e finger[L( (only VAX hostswerevictims)
e remoteexecutionsystemusing
e rexec
e rsh

1.4.2 Who it attacked

e accountwith obviouspasswordssuchas
e noneatall
e theusername
e theusernameappendedo itself
e the'‘nickname’
¢ thelastname
¢ thelastnamespelledbackwards
e accountsvith passwordi a432worddictionary(see
AppendixB)
e accountwith passwordén/ usr/ di ct / wor ds
e accounts which trusted other machines via the
. rhost s mechanism

1.4.3 What it attacked

SUNsandVAXesonly

machinedn/ et c/ host s. equi v

machinesn/ . rhosts

machinesn crackedaccounts’ f or war d files
machinesn crackedaccounts’ r host s files
machinedistedasnetworkgatewaysn routingtables
machinesatthefar endof point-to-pointinterfaces
possiblymachinesat randomlyguessedddressesn
networksof firsthopgateways

1.4.4 What it did NOT do

e gain privileged access(it almostnever broke in as
root)

e destroyor attemptto destroyany data

¢ leavetime bombsbehind

o differentiate among networks (such as MILNET,
ARPANET)

e useUUCPatall

e attackspecfic well-knownor privilegedaccountsuch

asr oot
2 Strategies
2.1 Attacks

Thisvirusattackedseverathings,directlyandindirectly. It
pickedoutsomedeliberataargets,suchasspecfic network
daemonghroughwhich to infect the remotehost. There
were alsolessdirect targets,suchas mail serviceandthe
flow of informationaboutthevirus.

2.1.1 Sendmail Debug Mode

The virus exploitedthe ‘‘debug’ functionof sendmai | ,
which enablegdebuggingnodefor thedurationof the cur-
rent connection. Debuggingmodehasmany features,in-
cludingthe ability to senda mail messagevith a program
astherecipient(i.e. the programwould run, with all of its
inputcomingfrom the body of the message)Thisis inap-
propriateandrumor[11] hasit thatthe authorincludedthis
featureto allow him to circumventsecurityon a machine
he wasusingfor testing. It certainlyexceedgheintended
designof the SimpleMail TransferProtocol(SMTP)[12].
Specification of a programto executewhenmail is re-
ceivedis normally allowedin the sendmai | aliasesfile
orusers'. f or war d filesdirectly, for vacat i on %, mail
archiveprogramsandpersonamail sorters.lt is not nor-
mally allowedfor incomingconnections.n the virus, the

2A program which acceptsincoming mail and sends back mail to the
original sender, usually saying something like ‘| am on vacation, and will
not read your mail until | return.”



“recipient’ wasa commandto strip off the mail headers
andpassthe remainderof the messagdo a commandin-
terpreter The bodywasa scriptthatcreateda C program,
the'‘grapplinghook,” whichtransferedherestof themod-
ulesfrom the originiating host,andthe commandgo link
andexecuteghem. Both VAX andSunbinariesweretrans-
feredandbothwould be tried in turn, no attemptto deter-
mine the machinetype was made. On otherarchitectures
theprogramsawvould notrun, butwould useresourcedn the
linking processAll otherattackausedthesame ‘grapping
hook” mechanismbutusedotherflawsto injectthe‘‘grap-
plinghook” into thetargetmachine.
Thefactthatdebugwasenabledy defaultwasreported
to Berkeleyby severalsourceduringthe 4.2BSDrelease.
The 4.3BSDreleaseaswell as Sunreleasesstill hadthis
optionenabledby default[13]. Thethencurrentreleaseof
Ultrix did not havedebugmodeenabled but the betatest
versionof the newestreleasedid havedebugenabled(it
wasdisabledbeforefinally beingshipped).MIT’ s Project
Athenawas amonga numberof siteswhich went out of
its way to disabledebugmode;however it is unlikely that
manybinary-onlysiteswereableto beasdiligent.

2.1.2 Finger DaemonBug

The virus hit the fingerdaemon(f i nger d) by overflow-
ing a buffer which was allocatedon the stack. The over-
flow waspossiblebecauséd i nger d useda library func-
tionwhichdid notdo rangechecking.Sincethe bufferwas
on the stack, the oveiflow allowed a fake stackframe to
be created which causeda small pieceof codeto be exe-
cutedwhenthe procedureeturned®. Thelibrary function
in questionturnsout to be a backward-compatibilityou-
tine, which shouldnot havebeenneededafter1979[14).

Only 4.3BSD VAX machineswere attackedthis way.
The virus did not attempta Sunspecfic attackon finger
andits VAX attackfailed wheninvokedon a Suntarget.
Ultrix wasnot vulnerableto this sinceproductionreleases
didnotincludeaf i ngerd.

2.1.3 Rexecand Passwords

The virus attackedusing the Berkeley remote execution
protocol,which requiredthe usernameandplaintextpass-
wordto bepasseaverthenet. Theprogramonly usedpairs
of usernamesand passwordavhich it had alreadytested
andfoundto becorrectonthelocalhost. A commonworld

readabldile (/ et ¢/ passwd) thatcontaingheusemames
andencryptedpasswordgor everyuseron the systemfa-

cilitatedthis search.Specfically:

3MIT’ sProject Athenahasa'* write’” daemonwhich hasasimilar piece
of codewith the sameflaw but it explicitly exitsrather than returning, and
thus never uses the (damaged) return stack. A comment in the code notes
that it is mostly copied from the finger daemon.

¢ thisfile wasaneasy-to-obtaitist of usernamego at-
tack,

o thedictionaryattackwasa methodof verifying pass-
word guessesvhich would not be notedin security
logs.

The principle of *‘least privilege” [15 is violatedby the
existenceof this passwordile. Typical programshaveno
needfor alist of usernamesandpasswordstrings,so this
privilegedinformationshouldnotbeavailableto them. For
example,ProjectAthena’s networkauthenticatiorsystem,
Kerberos [16], keepspassword®n a centralserverwhich
logs authenticatiorrequeststhus hiding the list of valid
usernames. However oncea nameis found, the authen-
tication*‘ticket” is still vulnerableto dictionaryattack.

2.1.4 Rsh and Trust

The virus attemptedo usethe Berkeleyremoteshell pro-
gram(calledr sh) to attackothermachineswithout using
passwords.The remoteshell utility is similar in function
to theremoteexecutiorsystem althoughit is *‘friendlier’
sincetheremoteendof theconnectioris acommandnter-
preter insteadof the exec function. For convenienceafile
/ et c/ host s. equi v cancontaina list of hoststrusted
by thishost. The. r host s file providessimilar function-
ality ona peruserbasis.Theremotehostcanpassheuser
namefrom a trustedport (onewhich canonly be opened
by r oot ) andthelocal hostwill trustthatasproofthatthe
connectionis beingmadefor thenameduser

This systemhasanimportantdesignflaw;, which s that
the local hostonly knowsthe remotehostby its network
addresswhich canoftenbe forged. It alsotruststhe ma-
chine,ratherthanany propertyof the user leavingthe ac-
countopento attackat all timesratherthanwhenthe user
is presen{16]. Thevirustookadvantagef thelatterflaw
to propagatédetweeraccounton trustedmachines.Least
privilege would also indicatethat the lists of trustedma-
chinesbe only accessibldo the daemonsvho needto de-
cideto whetheror notto grantaccess

2.1.5 Information Flow

Whenit becameclearthat the virus was propagatingvia
sendmai | , thefirst reactionof manysiteswasto cut off
mail service.Thisturnedout to be a serious mistake since
it cut off theinformationneededo fix theproblem.Mailer
programson major forwardingnodes,suchasrelay.cs.net,
wereshutdowndelayingsomecritical messageby aslong
as twenty hours. Sincethe virus had alternateinfection
channelgr exec andf i nger ), thismadetheisolatedma-
chineasafehavenfor thevirus,aswell ascuttingoff infor-
mationfrom machinedurther*‘downsteam’ (thusplacing
themin greatedangerysincenoinformationaboutthevirus



couldreachthemby mail*. Thus,by attackingsendnai | ,
the virus indirectly attackedthe flow of informationthat
wasthe only realdefenseagainsits spread.

2.2 Self Protection

Thevirus useda numberof techniquego evadedetection.
It attemptedboth to coverit tracksandto blendinto the
normalUNIX environmenusingcamoulage. Thesetech-
nigueshadhadvaryingdegree®f effectiveness.

2.2.1 Covering Tracks

The programdid a numberof thingsto coverits trail. It
erasedts argumentlist, onceit hadfinishedprocessinghe
argumentsso thatthe processstatuscommandwould not
showhowit wasinvoked.

It alsodeletedthe executingbinary, which would leave
the dataintact but unnamed,and only referencedby the
executionof the program. If the machinewere rebooted
while the virus was actually running, the file systemsal-
vagerwouldrecoverthefile afterthereboot.Otherwisethe
progamwould vanishafter exiting.

The programalso usedresourcdimit functionsto pre-
venta coredump. Thus, it preventedany bugsin the pro-
gramfrom leavingtell-taletracesbehind.

2.2.2 Camouflage

It was compiledunderthe namesh, the samenameused
by the Bourne Shell, a commandinterpreterwhich is of-
tenusedin shellscriptsandautomaticcommands Evena
diligentsystemmanagemwould probablynot noticea large
numberof shellsrunningfor shortperiodsof time.

The virus forked, splitting into a parentand child, ap-
proximately everythree minutes. The parentwould then
exit, leaving the child to continuefrom the exact same
place.Thishadtheeffectof ‘‘refreshing’ theprocesssince
thenewfork startedff with noresourcesised suchasCPU
time or memoryusage. It alsokepteachrun of the virus
short,makingthevirusamoredifficultto seize evenwhen
it hadbeennoticed.

All the constantstringsusedby the programwere ob-
scuredby XOR'’ing eachcharactemwith the constanB1,6.
This meantthatone could not simply look at the binaryto
determinewhat constantghe virus referedto (e.g. what
filesit opened). But it was a weak methodof hiding the
strings; it delayedefforts to understandhe virus, but not
for verylong.

4USENET news [17] was an effective side-channd of information
spread, although a number of sites disabled that aswell.

2.3 Flaws

Thevirusalsohadanumberof flaws,rangingfrom thesub-
tle to theclumsy Oneof thelatermessagefrom Berkeley
postedixesfor someof themoreobviousonesasahumor-
ousgesture.

2.3.1 Reinfection prevention

The codefor preventingeinfectionof anactivelyinfected
machineharboredsomemajor flaws. Theseflaws turned
out to be critical to the ultimate‘‘failure” of the virus, as
reinfectiondroveup theload of manymachinescausingt
to be noticedandthuscounterattacked.

The code had severaltiming flaws which madeit un-
likely to work. While writtenin a *‘paranoid’ manney us-
ing weakauthenticatiorfexchanging‘magic” numbers}o
determinavhethertheotherendof theconnectionsindeed
a copyof thevirus, theseroutineswvould oftenexit with er-
rors(andthusnot attempto quit) if:

¢ severalvirusesinfecteda cleanmachineat once,in
which caseall of themwould look for listeners;none
of themwould find any; all of themwould attempt
to becomelisteners;one would succeed;the others
wouldfail, give up,andthusbeinvulnerableto future
checkingattempts.

e severalvirusesstartingat once, in the presenceof a
runningvirus. If the first one ‘‘wins the coin toss’
with the listeningvirus, othernew-startingoneswill
havecontactedhelosingoneandhavetheconnection
closeduponthem,permittingthemto continue.

e amachindssloworheavilyloadedwhichcouldcause
the virus to exceedthe timeoutsimposedon the ex-
changeof numbersgespeciallyif thecompilerwasrun-
ning (possiblymultiple times)dueto a newinfection;
notethatthisis exacerbatetly abusymachingwhich
slowsdownfurther)on a moderatelysizednetwork.

Notethat'‘atonce’ means‘withina5-20secondvindow”
in mostcasesandis sometimedooser

A critical weaknessn theinterlockingcodeis thateven

whenit does decideto quit, all it doesis setthe variable
pl easequi t . Thisvariabledoesnothavean effectuntil
thevirushasgonethrough

e collectingtheentirelist of hosthamego attack

e collectingthe entirelist of usernamego attack

e tryingto attackall of the'‘obvious’ permutatiorpass-
words(seeSectionA.4.3)

e trying ten words selectedat randomfrom the inter-
nal dictionary(seeAppendixB) againsiall of theuser
names

Sincethe virus was carefulto cleanup temporaryfiles,

its presencealonedidn’t interferewith reinfection.

Also, amultiply infectedmachinevouldspreadhevirus

faster perhapgroportonally to thenumberof infectionsit



washarboring since

e the programscrambleghe lists of hostsand usersit
attacks;sincetherandomnumbergeneratois seeded
with thecurrenttime, the separaténstancesrelikely
to hit separateargets.

e the programtries to spenda large amountof time
sleepingand listening for other infection attempts
(which neverreportthemselves¥othatthe processes
would sharetheresource®f the machinefairly well.

Thus,thevirusspreadnuchmorequickly thantheperpe-

tratorexpectedandwasnoticedfor thatvery reason.The
MIT MediaLab, for example,cut themselvesompletely
off from the networkbecausehe computerresourcesb-
sorbedby thevirus weredetractingrom work in progress,
whilethelack of networkservicewasa minor problem.

2.3.2 Heuiristics

Oneattemptto makethe programnot wastetime on non-
UNIX systemsvasto sometimedry to openatelnetor rsh
connectiorto a hostbeforetrying to attackit andskipping
that hostif it refusedthe connection. If the hostrefused
telnetorrshconnectionst waslikely torefuseotherattacks
aswell. Therewereseveralproblemswith this heuristic:

e A numberof machinesexistwhich providemail ser-
vice (for exampledbutthatdonot providetelnetor rsh
service,and althoughvulnerable,would be ignored
underthis attack. The MIT ProjectAthenamailhub,
athena.mit.edu, is butoneexample.

e The telnet “‘probing” code immediately closedthe
connectionupon finding that it had openedit. By
thetime the “‘inet daemon’, the *‘switching station’
whichhandlesmostincomingnetworkservicesjden-
tifiedthe connectiorandstarteda telnetdaemon the
connectiorwasalreadyclosed causinghetelnetdae-
monto indicateanerrorconditionof high enoughpri-
ority to be loggedon mostsystems. Thusthe times
of the earliestattackswerenoted,if notthe machines
theycamefrom.

2.3.3 Vulnerabilities not used

Thevirusdid notexploitanumberof obviousopportuniies.
e Whenlookingfor lists of hoststo attack,it couldhave
done'‘zonetransfers’ from thelnternetdomainname
serversto find namesof valid hosts[18]. Many of
theserecordsalso include host type, so the search
could havelimited itself to the appropriateprocessor
andoperatingsystemtypes.

e It did not attackboth machinetypesconsistently If
the VAX fingerattackfailed, it couldhavetrieda Sun
attack,butthathadnt beenimplemented.

e It did nottry to find privilegeduserson the local host
(suchasr oot ).

2.4 Defenses

Thereweremanyattemptgo stopthevirus. Theyvariedin
inconvenienceo the endusersof the vulnerablesystems,
in the amountof skill requiredto implementthem,andin
their effectiveness.

e Full isolationfrom networkwas frequentlyinconve-
nient,butwasvery effectivein stoppinghevirus,and
wassimpleto implement.

e Turningoff mail servicewasinconvenienbothto lo-
cal usersandto ‘‘downstream’ sites,wasineffective
at stoppingthevirus, but wassimpleto implement.

e Patchingoutthedebug commandnsendnai | was
only effectivein conjunctionwith otherfixes,did not
interferewith normalusersandsimpleinstructiongor
implementinghe changewereavailable.

e Shuttingdown the finger daemonwas also effective
only if the otherholeswere pluggedaswell, wasan-
noyingto usersif not actuallyinconvenientandwas
simpleto perform.

e Fixing the finger daemonrequiredsourcecode, but
was as effective as shuttingit down, without annoy-
ing theusersatall.

e nkdir /usr/tnp/shwasconvenientsimple,and
effective in preventingthe virus from propagating
(SeeSectionA.8.2.)

¢ Defining pl easequi t in the systemlibraries was
convenientsimple,anddid almostnothingto stopthe
virus (SeeSectionA.3.2.)

¢ Renamingthe UNIX C compilerandlinker (cc and
| d) wasdrastic,andsomewhainconveniento users
(thoughmuch less so than cutting off the network,
sincedifferentnameswere available)but effectivein
stoppingthevirus.

e Requiringnew passworddor all users(or at leastall
usersvhohadpasswordsvhichthevirus couldguess)
was difficult, but it only inconveniencedhoseusers
with weakpasswords$o beginwith, andwaseffective
in conjunctionwith the otherfixes(SeeSectionA.4.3
andAppendixB.)

After theviruswasanalyzedatoolwhich duplicatedhe
passwordattack (including the virus’ internal dictionary)
waspostedothenetwork. Thistool allowedsystemadmin-
istratorsto analyzethe passwordsn useon their system.
The spreadof this virus shouldbe effective in raisingthe
awarenes®f users(andadministratorsjo the importance
of choosing'‘difficult’ passwords.LawrenceLivermore
NationalLaboratoriesventasfar asrequiringall passwords
bechangedandmodifyingthepassworahangingorogram
to testnewpasswordagainstheliststhatincludethepass-
wordsattackedby thevirus[6].

5However, both sets of binaries were still compiled, consuming pro-
cessor time on an attacked machine.



3 Chronology

Thisis adescriptiorof the chronologyof thevirus,asseen
from MIT. It is intendedasa descriptiorof how onemajor
Internetsite discoveredandreactedto the virus. Thisin-
cludegtheactionsof ourgroupatMIT whichwoundupde-
compilingthevirusanddiscoveringtsinnerdetails,andthe
peopleacrosscountrywho were mountingsimilar efforts.
It is ourbeliefthatthe peopleinvolvedactedswiftly andef-
fectively duringthe crisisanddeservananythanks. Also,
thereis muchto belearnedfrom the way eventsunfolded.
Someclear lessongfor the future emeged, and as usual,
manyunresolvedanddifficult issueshavealsorisento the
forefrort to be consideredy thenetworkingandcomputer
community

The eventsdescribedook placebetweenwWednesday
Novemberl988andFriday 11 November1988. All times
arestatedn easterrstandardime.

3.1 Wednesday: Genesis

GeneMyers[6] of the NCSCanalyzedthe CornelP mailer
logs. Hefoundthattestingof thesendrmai | attackfirstoc-
curredon 19 October1988andcontinuedhrough28 Octo-
ber1988.0n290ctoberl988 therewasanincreasedevel
of testing;Genebelieveghevirusauthorwasattemptingo
sendthe binariesover the SMTP connectionsan attempt
whichwasboundto fail sincethe SMTPis only definedfor
7 bit ASCII datatransfers]?. Theauthorappearedo go
backto the drawingboard,returningwith the *‘grapping
hook’ program(seesectionA.7) on Wednesday Novem-
ber1988. Thevirus wastestedor launchedat 5:01:59pm.
The logs show it infecting a secondCornell machineat
5:04om. This may havebeenthe genesiof the virus, but
thatis disputedby reportsin the New York Times[L1] in
which PaulGrahamof Harvardstateshevirus startedona
machineattheMIT Al Lab via remotelogin from Cornell.
Cliff Stollof Harvardalsobelieveghattheviruswasstarted
fromthe MIT Al Lab. At thetime this paperwaswritten,
nobod/ hasanalyzedthe infectedCornellmachinego de-
terminewheretheviruswould havegonenextif theywere
indeedthefirstinfectedmachines.

In anycase PaulFlahertyof Stanfordreportedo thetcp-
group@ucsd.edu mailing list on Friday that Stanfordwas
infectedat 9:00pmandthatit gotto ‘‘most of the campus
UNIX machinegcf. © 2500boxes).” He alsoreportedthe
virus originatedfrom prep.ai.mit.edu. This is the earliest
reportof theviruswe haveseen.

At 9:30pmWednesdaywombat.mit.edu, a privatework-
statimatMIT ProjectAthenamaintainedy Mike Shanzer

6 Cornell systems personel had discovered unusual messagesin their
mailer logs and passed the logs to Berkeley which passed them to the
NCSC. Later it was reported that the alleged author of the virus was a
Cornell graduate student[19].

wasinfected.It wasrunningaversionof sendmnai | with

thedebug commandurnedon. Mike believesthatthe at-
tack camefrom prep.ai.mit.edu sincehe hadanaccounton
prep andwombat waslistedin his. r host s, afile which
specfiesalist of hostsandusersonthosehostsvhomaylog

into anaccounbverthe networkwithoutsupplyinga pass-
word. Unfortunatelythe appropriatdogs were lost, mak-
ing the sourceof theinfectionuncertain.(Thelogsonprep

were forwardedvia sysl og, the 4.3BSDUNIX logging
packageto anothemhostwhich wasdownandby thetime
anybodylookedthewt np log, whichrecorddogins,it was
truncatedperhapgleliberatelyto somepointon Thursday
Thelack of logginginformationandtheroutinediscarding
of whatold logsdid existhamperednvestigatios.)

Mike Muussof BRL reportedatthe NCSCmeetingthat
RAND was also hit at 9:00pmor soonthereafter;Steve
Miller of the University of Maryland (UMD) reportsthe
UMD wasfirsthit at 10:54pm;Phil Lapsleyof the Univer-
sity of California,Berkeley(UCB) statedhatBerkeleywas
hit at 11:00pm.

3.2 Thursday Morning:
First”

“This isn’'t April

3.2.1 More People Notice the Virus

Dave Edwards,of SRI International,said at the NCSC
meetingthatSRIwashit at midnight. ChuckColeandRus-
sellBrandof the Lawrencel ivermoreNationalLaboratory
(LLNL) reportecthattheywereassemblingheir response
teamby 2:00am,and JohnBrunerindependentlyeported
spottingthe virus on the S1 machinesat LLNL aboutthat
time.

PascalChesnaif the MIT Media Lab wasone of the
firstpeopleatMIT to spotthevirus,after10:00pmWednes-
day, butassumedt wasjust‘‘a localrunawayprogram’. A
groupattheMedialabkilled theanomaloushellandcom-
pilersprocessesandall seemedormal. After goingfor an
dinnerandice cream,they figuredout thatit was a virus
andit wascomingin via mail. Theirresponsavasto shut
down network servicessuchas mail andto isolatethem-
selvesfrom the campusetwork. The MIT Telecommuni-
cationdNetworkGroupsmonitoringinformationshowshe
Media Lab gatewayfirst wentdown at 11:40pn Wednes-
day, butwasbackup by 3:00am. At 3:10amPascalgave
thefirstnoticeof thevirusatMIT, by creatingamessagef
thedayon media-lab (seeFigurel).

3.2.2 False Alarms or Testing?

Pascallater reportedthatlogs on media-lab show several
scatterednessages;ttloop: peerdied: No suchfile or di-
rectory’, which frequentlyoccurredjust beforethe virus



A Virus has been detected on nedi a-1ab, we suspect that whole internet is

i nfected by now.
outside of nmedia-lab wll
hosts will NOT be delivered.

The virus is spread via mail
NOT be accept ed.
This situation wll

of all
Mai |

things... So Mail
addressed to foreign
continue until sonmeone

figures out a way of killing the virus and telling everyone how to

do it without using email. ..

--- lacsap Nov 3 1988 03:10am

Figurel: Thursdaymorning’s messag®f the day on media-lab.mit.edu.

attackedseesectionA.5.2). Therewereafew everycou-
pleof days,severaduringWednesdagfternoorandmany
startirg at 9:48pm. The logson media-lab starton 25 Oc-

tober1988andentrieswveremadebyt el net d onthefol-

lowing datesbeforethe swarmon Wednesdayight: Oct
26 15:01:57 Oct 28 11:2655, Oct 28 17:36:51 Oct 31

16:24:41,Nov116:08:24Nov118:02:43Nov118:58:30,
Nov212:23:51andNov 2 15:21:47.

It is notclearwhethertheserepresenearlytestingof the
virus, or if theywerejust truly accidentalprematureclos-
ingsof telnetconnectionsWeassumehelatter. With hind-
sightwe cansayat el net d thatloggedits peeraddress,
evenfor sucherrormessagesyould havebeenquiteuseful
in tracingthe origin andprogresf thevirus.

3.2.3 E-mail warnings

Thefirst postingmentioningthe virus wasby PeterYeeof
NASA Amesat 2:28amon Wednesdayo the tcp-ip@sri-
nic.arpamailinglist. PeterstatedhatUCB, UCSD,LLNL,
Stanford and NASA Ames had been attacked,and de-
scribedthe use of sendmailto pull over the virus bina-
ries, including the x* files which the virus briefly stored
in/ usr/t np. Thevirus wasobservedsendingAX and
Sunbinaries havingDEStablesbuilt in, andmakingsome
useof. r host s andhost s. equi v files. A phonenum-
berat BerkeleywasgivenandPhil LapsleyandKurt Pires
werelistedasbeingknowledgeablaboutthevirus.

At 3:34amAndy Sudduthfrom Harvardmadehisanony-
mousposting to tcp-ip@sri-nic.arpa & The postingsaid
thata virus might be loose on the Internetand that there
were three stepsto take to preventfurther transmission.
Theseincludednot runningf i nger d or fixing it notto
overwrite the stackwhen readingits argumentsfrom the

71n a message to the same mailing list on Saturday 5 November 1988,
he acknowledged being the author of the Thursday morning message and
stated he had posted the message anonymously because ‘‘at the time |
didn’t want to answer questions about how | knew.”

8 An **obscure electronic bulletin board”’, according to the New York
Times[11]. Nothing could be further from the truth.

nef, being sure sendmai | was compiled without the
debug commandandnotrunningr execd.

Mike Patton NetworkManagerfor the MIT Laboratory
for ComputeiSciencegLCS), wasthefirstto pointoutto us
thepeculiaritieof thisposting.It wasmadefrom anAnnex
terminalservet? at Aiken Laboratoryat Harvard, by tel-
netingto the SMTP portof iris.brown.edu. Thisis obvious
sincethe messagavasfrom ‘‘foo%bararpa’ andbecause
the lastline of the messagevas ‘‘qui\17A17A177’, an
attemptto get ruboutprocessingut of the Brown SMTP
server acommonmistakewhenfaking Internetmail.

It wasironic thatthis postingdid almostnogood. Figure
2 showsthe pathit took to getto Athena. Therewasa 20
hourdelaybeforethe messagescapedrom relay.cs.net'!
andgot to sri-nic.arpa. Another6 hourswent by before
themessagevasreceivedby athena.mit.edu'2. Othersites
havereportedsimilar delays.

3.2.4 Yet Mor e People Notice the Virus

About 4:00am ThursdayRichard Baschof MIT Project
Athenanoticeda “‘text tablefull’’ sysl og messagdrom
paris.mit.edu, an Athena developmentmachine. Since
therewasonly onemessagandhewasbusydoingaproject
for a digital designlab course heignoredit.

At 4:51amChrisHansonof the MIT Al Laboratoryre-
ported spottinganomalougelnettraffic to serveralgate-
wayscomingfrom machinesat LCS. He notedthatthe at-
temptswere occurringevery one or two secondsand had
beenhappenindor severahours.

At 5:58amThursdaymorning Keith Bostic of Berke-
ley made the first bug fix posting. The messagewent

9This was alevel of detail that only the originator of the virus could

have known at that time. To our knowledge nobody had yet identified the
finger bug, sinceit only affected certain VAX hosts, and certainly nobody
had discovered its mechanism.

10 perhaps ironically named influenza.harvard.edu.

11This is probably because relay.cs.net was off the air during most of
thecrisis.

12phil Lapsey and Mike Karels of Berkeley reported that the only way
to get mail totep-ip@sri-nic.arpato flow quicklyisto call up Mark Lottor
at SRI and ask him to manually push the queue through.



Recei ved: by ATHENA. M T. EDU (5.45/4.7)

id AA29119; Sat,

5 Nov 88 05:59:13 EST
4 Nov 88 23:23:24 PST

Recei ved: from RELAY.CS. NET by SRI -N C. ARPA with TCP; Fri,
Recei ved: from cs. brown. edu by RELAY.CS. NET id aa05627; 3 Nov 88 3:47 EST
Received: fromiris.brown. edu (iris.ARPA) by cs. brown. edu (1.2/1.00)
id AA12595; Thu, 3 Nov 88 03:47:19 est
Received: from (128.103.1.92) with SMIP via tcp/ip

by iris.brown. edu on Thu,

3 Nov 88 03:34:46 EST

Figure2: Pathof Andy SudduthSwarningmessagdrom Harvardto MIT.

to the tcp-ip@sri-nic.arpa mailing list and the news-
groups comp.bugs.4bsd.ucb-fixes, news.announce, and
news.sysadmin. It suppliedhe‘‘compilewithoutthedebug
command’ fix to sendmai | (or patchthe debug com-
mandto a garbagestring), as well asthe very wise sug-
gestionto renamethe UNIX C compilerand loader(cc

and| d), which was effective since the virus neededto
compileand link itself, and which would be effective at
protectingagainsthonsendnai | attackswhateverthose
might haveturnedout to be. It alsotold peoplethat the
virus renameditself to *‘(sh)” and usedtemporaryfiles
in / usr/t mp namedXNNN,vax.o, XNNN,sun3.0,and
XNNN,I1.c (whereNNN wererandomnumbers possibly
processd’s),andsuggestethatyoucouldidentifyinfected
machinédy lookingfor thesdfiles. Thatwassomewhatlif-

ficultto doin practice however sincethevirus quickly got
rid of all of thesefiles. A somewhatbettersolutionwas
propcsedlaterin the day by, amongothers,JohnKohl of

DECandProjectAthena,who suggestedioingacat -v

[ usr/t np, thusrevealingthe raw contentsof the direc-
tory, includingthe namesof deletedfiles whosedirectory
sloshadnotyetbeenre-used?.

The f i nger d attackwas not evenknown, much less
understod, at this point. Phil Lapsley reportedat the
NCSCmeetingthat Ed Wangof Berkeleydiscoveredhe
fi ngerd mechanismaround8:00amand sent mail to
Mike Karels,butthis mail wentunreaduntil afterthe crisis
hadpassed.

At 8:06am Gene Spaford of Purdue forwarded to
thenntp-manager s@uchvax.berkeley.edu mailinglist Keith
Bostic'sfixes. Ted Ts'o of MIT ProjectAthenaforwarded
this to an internal ProjectAthenahackerdlist (watchmak-
ers@athena.mit.edu) at 10:07am. He expressedlisbelief
(“'no, it's not April 1st”), and thoughtAthenamachines
weresafe. Thoughno productionAthenaserverswerein-
fected,severalprivateworkstationsand developmenma-
chineswere,sothis provedoverly optimistic.

Mark Reinhold,a MIT LCS graduatestudent,reacted

13 Jerry Saltzer, MIT EECS Professor and Technical Director of Project
Athena, included similar detectionadvicein amessagedescribingthevirus
to the Athena staff sent at 11:17am on Friday.

to thevirus around8:00amby poweringoff somenetwork
equipmenin LCS. Tim Shepardalsoa LCS graduatestu-
dent,soonjoinedhim. Theywerehamperedy a growing
numberof peoplewhowantedinformationaboutwhatwas
happening.Mark and Tim tried to call PeterYee several
timesandeventuallymanagedo getthroughto Phil Laps-
ley who relayedwhatwasthenknownaboutthevirus.

At aboutthistime, RichardBaschreturnedo his work-
station (you can only do so much school-workafter all)
andnoticedmany duplicatesof the *‘text tablefull’” mes-
sagesfrom paris andwent to investigate. He discovered
severalsuspicioudogins from old accountswhich should
havelongagobeenpurged. Theloadwasintolerablyhigh,
and he only managedo get oneline out of a net st at
commandbeforegiving up, but that provedquite interest-
ing. It showedan outgoingr sh connectiorfrom paristo
fmgc.mit.edu, whichis a standalon@éon-UNIX gateway

During Thursdaymorning Ray Hirschfeld spottedthe
virus on the MIT Math departmenSunworkstationsand
shut down the math gatewayto the MIT backboneat
10:15am.It remaineddownuntil 3:15pm.

Around 11:00amthe MIT StatisticsCentercalled Dan
Geer Managerof SystemDevelopmenat ProjectAthena.
One of their Sunworkstations,dol phin.mit.edu had been
infectedvia a ProjectAthenaguestaccountwith a weak
passwordalongwith theaccounpf aformerstaf member
This infectionhadspreado all hostsin the StatisticsCen-
ter. They hadbeentrying for sometime prior to call Dan
to eradicatethe virus, but the continualreinfectionamong
theirlocal hostshadprovedinsurmountablyaffling.

Keith Bostic sent a second virus fix messageto
comp.4bsd.ucb-fixes at 11:12am. It suggestedising Oxff
insteadof 0x00in the binary patchto sendmai | . The
previouspatch, while effective againstthe currentvirus,
woulddropyouinto debugmodeif yousentanemptycom-
mandline. He alsosuggestedisingthe UNIX st ri ngs
commandto look in the sendnai | binaryfor the string
“debug’. If it didn't appearat all then your version of
sendnmai | wassafe.

About 11:30amPascalChesnaigequestedhatthe Net-
work GroupisolatetheMediaLab buildingandit remained



soisolateduntil Fridayat2:30pm.

RussMundy of the DefenseCommunicationsAgency
reported at the NCSC meeting that the MILNET to
ARPANET mailbridgesvereshutdownat11:30amandre-
maineddownuntil Fridayat11:00am.

In responsdo complaintsfrom non-UNIX users,Mark
Reinhdd and StanZanarotti, anotherLCS graduatestu-
dent,turnedon the repeatersat LCS which hadbeenpre-
viously powereddownandphysicallydisconnectedNIX
machinesrom the networkaround11:15am. Tim Shep-
ardreloadeda root partition of onemachinefrom tape(to
startwith knownsoftware)andaddedafeaturetof i nd, a
UNIX file systemscannerto reportlow-levelmodification
times. Workingwith Jim Fultonof the X Consortium, Tim
inspectedlIspice.lcs.mit.edu; by 1:00pm theyhadverified
thatthevirushadnotmodifiedanyfilesonallspiceandhad
installedarecompiledsendnai | .

3.3 Thursday Afternoon: “This is Bad

News”
3.3.1 Word Spreads

By thetime Jon Rochlisof the MIT Telecommunications
NetworkGrouparrivedfor work aroundnoonon Thursday
3 November1988,the Network Grouphadreceivedmes-
sagesrom MIT Lincoln Laboratorysayingtheyhad'‘been
broudnt to their knees’ by the virus, from Segio Heker
of the JohnVon NeumanrNationalSupercompute€enter
warningof network problems,and from Kent Englandof
Bosta University sayingthey hadcut their externallinks.
The MIT Network Grouploathedthe thoughtof severing
MIT’ s externalconnectionsand neverdid throughoutthe
crisis.

At 1:30pmDan GeerandJef Schiller, Managerof the
MIT NetworkandProjectAthenaOperationdVianagefre-
turnedtotheMIT Statistic<Centerandwereabletogetboth
VAX andSunbinariesfrom infectedmachines.

GeneSpaford posteda messagat 2:50pmThursdayto
alargenumberof peopleandmailing lists including nntp-
manager s@uchvax.berkeley.edu, which is how we sawit
quickly at MIT. It warnedthat the virus usedr sh and
lookedin host s. equi v and. r host s for more hosts
to attack.

Aroundthistime the MIT groupin E40 (ProjectAthena
andthe TelecommunicationBletwork Group)called Milo
Medin of NASA andfoundout muchof the above. Many
of us had not yet seenthe messagesHe pointedout that
thevirusjust lovedto attackgatewayswhich were found
via the routingtables,andremarkedthatit musthavenot
beeneffective at MIT wherewe run our own C Gateway
codeonourroutersnotUNIX. Milo alsosaidthatit seemed
to randomlyattacknetworkservices swampingthemwith
input. Somedaemonghatran on non-standarghortshad
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loggedsuchabnormalinput. At the time we thoughtthe
virusmightbesystematicallyattackingall possiblenetwork
servicesexploitingsomeunknowncommonflaw. Thiswas
nottruebutit seemedscaryatthetime. Milo alsoinformed
us that DCA had shutdown the mailbridgeswhich serve
asgatewaydetweerthe MILNET andthe ARPANET. He
pointedus to the groupat Berkeleyand PeterYeespecfi-
cally.

3.3.2 It usesfinger

At about6:00pmon ThursdayRonHoffmann,of the MIT
Telecommunication®etwork Group, observedthe virus
attemptingto log into a standaloneouterusingthe Berke-
ley remotelogin protocol;the remotelogin attemptorigi-
natedfrom a machinepreviouslybelievedimmunesinceit
wasrunningamailerwith thedebug commandurnedoff.
The virus was runningunderthe usernameof nobody,
andit appearedhatit hadto be attackingthroughthe fin-
ger service,the only network servicerunning underthat
username. At that point, we calledthe groupworking at
Berkeley;theycorfirmedour suspicionghatthevirus was
spreadinghroughf i nger d.

Onthesurfacejt seemedhatf i nger d wastoosimple
to havea protectionbugsimilar to theonein sendmai | ;
it wasa very shortprogram,and the only programit in-
voked(usingthe UNIX exec systemcall) wasnamedusing
a constanpathname A checkof the modificationdatesof
both/ et ¢/ fi ngerd and/ usr/ ucb/ fi nger showed
that both had beenuntouchedand both were identicalto
knowngoodcopieslocatedon a read-onlyfilesystem.

Berkeley reportedthat the attack on finger involved
““‘shovingsomegarbageatit’’, probablycontrolA’s;clearly
anoverrunbuffer woundup corruptingsomething.

Bill Sommerfeldof Apollo Computerand MIT Project
Athenaguessedhatthisbugmightinvolve overwritingthe
savedprogramcounterin the stackframe;whenhelooked
atthesourcefor f i nger d, hefoundthatthe bufferit was
usingwas locatedon the stack;in addition,the program
usedthe C library gets function, which assumeghat the
buffer it is givenis long enoughfor theline it is aboutto
read. To verify thatthis wasa viable attack,he thenwent
onto write a programwhich exploitedthisholein abenign
way. Thetestvirus sentthe string‘‘Bozo!” backout the
networkconnection.

Miek Rowanand Mike Spitzeralso reporthavingdis-
coveredthef i nger d mechanismat aboutthe sametime
andforwardedtheir discoveryto GeneSpaford andKeith
Bostic, but in the heatof the momentthe discoverywent
unrecognized. Liudvikas Bukys of the University of
Rochestepostedto the comp.bugs.4bsd newsgroupa de-
taileddescriptionof thef i nger d mechanismat 7:21pm.
The messagealsostatedthatthevirus usedtelnetbut per-



hapsthatwasonly after crackingpasswords.In reality it
onlysometimesisedelnetto *‘qualify’’ amachingor later
attack,andonly usedr sh andr exec totakeadvantagef
password# hadguessed.

A risks@kl.sri.com digestp(] cameout at 6:52pm. It
included a messagdrom Cliff Stoll which describedthe
spreadof the virus on MILNET and suggestedhat MIL-
NET sitesmight wantto removethemselvesrom the net-
work. Cliff concludedby saying, “‘This is bad news.’
Othermessagesverefrom GeneSpaford, PeterNeumann
of SRI,andMatt Bishopof Dartmouth.Theydescribedhe
sendmai | propagatiormechanism.

3.4 Thursday Evening: “With Micr oscope
and Tweezers”

3.4.1 Getting Down To Work

In the office of the StudentinformationProcessindgoard
(SIPB), StanZanarottiand Ted Ts’o had managedo get
a VAX binaryandcore dumpfrom the virus while it was
runnngonamachineatLCS.

StanandTedstartedattackingthevirus. Prettysoonthey
hadfiguredoutthe xor encodingof thetext stringsembed-
dedin the programandwere manuallydecodinghem. By
9:00om Tedhadwrittena programto decodeall the strings
andwe hadthelist of stringsusedby the program,except
for thebuilt-in dictionarywhich wasencodedn a different
fashion(by turningonthehighorderbit of eachcharacter).

At the sametime they discoveredthe ip addressof
ernie.berkeley.edu, 128.32.137.13jn the program; they
proceededo take apartthe virus routinesend_message to
figureoutwhatit wassendingo ernie, how often,andif a
handshakevasinvolved. Stantold JonRochlisin the MIT
NetworkGroupof the SIPB group’s progress.The people
in E40 calledBerkeleyandreportedthe finding of ernie’'s
address.Nobodyseemedo haveany ideawhy that was
there.

At 9:20pm Gene Spaford created the mailing list
phage@purdue.edu. It includedall thepeoplehehadbeen
mailingvirus informationto sincethe morning;more peo-
ple were to be addedduring the next few days. This list
provedinvaluable,sinceit seemedto have many of the
“right’ peopleon it andseemedo work in nearrealtime
despiteall the networkoutages.

At 10:18pmKeith Bosticmadehisthird bugfix posting.
It includednewsourcecodefor f i nger d whichusedfgets
insteadof gets anddid an exit insteadof return. He also
includeda moregeneraksendmnai | patchwhichdisabled
thedebug commandcompletely
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3.4.2 The Media Descends

Aboutthistime acameracrewfrom WNEV-TV Channel?
(theBostonCBSaffiliate) showedup atthe officeof James
D. Bruce,MIT EECSProfessorandVice Presidentor In-
formationSystemsHe calledJef Schillerandheadedver
to E40. They were bothwere interviewedand statedthat
therewere 60,000Internethostd*, alongwith an estimate
of 10% infectionratefor the 2,000hostsat MIT. The in-
fectionratewasa pureguesshutseemedeasonablatthe
time. Thesenumberswereto stick in a way we neveran-
ticipated.Someof the pressreportswerecarefulto explain
the derivationof the numbersthey quoted,includinghow
onecouldextrapolatéhatasmanyas6,000computersvere
infected,but many reportswere not thatgoodand simply
statedthingslike ‘‘at least6,000machineshadbeenhit.”

We wereunableto showthe TV crewanything ‘visual”
causedy thevirus, somethingvhich eventuallypecamea
commonmediarequestanddisappointment.Insteadthey
settledfor peoplelooking at workstationstalking ‘‘com-
putertalk.”

The virus wasthe lead story on the 11:00pmnewsand
wasmentionedn NationalPublicRadioaswell. We were
quite surprisedthatthe real world would pay so much at-
tention. Soundbiteswereheardon the2:00amCBS Radio
News,andfootageshotthateveningvasshownontheCBS
morningnews(butby thatpointwe weretoobusytowatch).

After watchingthe storyon the 11:00pmnewswe real-
izedit wastimeto getseriousabouffiguringoutthedetailed
workingsof the virus. We all agreedthatdecompilingwas
therouteto take,thoughlaterwe alsomountedaneffort to
infect a speciallyinstrumentednachineto seethevirusin
operation. As Jerry Saltzersaidin a later messagéo the
ProjectAthenastaff, we undertooka ‘‘wizard-levelanaly-
sis” by goingoverthevirus *‘with microscopeandtweez-
ers.’

3.5 Friday: “Wher e’s Sigourney Weaver?”
3.5.1 Decompiling in Earnest

Tim Shepardoinedthe groupin E40,justbeforemidnight
on Thursday We thoughtwe saw packetsgoingto ernie
andrepliescomingback,thoughthis later provedto be an
illusion. Tim hadhundred®f megabyte®f packetheaders
gatheredThursdaymorningfrom a subnetat LCS which
wasknownto havehadinfectedmachinesonit. Unfortu-
natelythe datawassittingonamachineatLCS, whichwas
still off the network,so Tim decidedto go backandlook
throughhis data. Within an houror two, Tim calledback
to saythathefoundno unusualraffic to ernie atall. This
wasour firstgoodcorfirmationthatthe ernie packetavere

14This was based on Mark Lottor’s presentation to the October 1988
meeting of the Internet Engineering Task Force.



a red-herringor at leastthatthey didn’t actuallywind up
beingsent.

Seriousdecompilingbeganaftermidnight. StanandTed
soonleft the SIPB office andjoinedthe groupworking in
E40, bringing with them the decodingof the stringsand
muchof the decompiledmain modulefor the virus. Mark
Eichin,who hadrecentlyspentalot of time disassembling-
assemblingomeROMs andthushadrecentexperienceat
reverseengineeringoinaries,took the leadin dividing the
projectup andassigningartsto people.He hadalsowoke
upin lateafternoorandwasthemostpreparedor thelong
night ahead.

At 1:55amMark discoveredhefirst of the bugsin the
virus. A bzero callin if_init wasbotched.At 2:04amStan
hada versionof the mainmodulethatcompiled.We called
Keith BosticatBerkeleyat 2:20amandarrangedo do FTP
exchangesf sourcecodeonanMIT machineg(bothBerke-
ley andMIT hadnevercut their outsidenetworkconnec-
tions). Unfortunately Keith wasunableto getthe hackers
atBerkeleyto take a breakandbatchup their work, sono
exchangénappenedtthattime.

At 2:45amMark startedworking on checkother ' since
the Berkeleyfolks were puzzledby it. JonRochliswas
working on the later cracksome routines. By 3:06amTed
hadfiguredout that ha built a table of targethostswhich
hadtelnetlistenersunning.By 3:17amTedandHal Birke-
landfrom theMediaLab haddeterminedhatthecrypt rou-
tine wasthe sameasonefoundin the C library. Nobody
hadyet offereda reasorwhy it wasincludedin the virus,
ratherthanbeing pickedup at link time!8. Mark hadfin-
ishedcheckother and Ted hadfinishedpermute at 3:28am.
Weworkedon otherroutinesthroughotithemorning.

3.5.2 Observations from Running the Virus

Thefirstmethodof understandintheviruswasthedecom-
pilationeffort. A secondnethodwastowatchthevirusasit
ran,in anattemptto characterizevhatit wasdoing-thisis
akinto lookingatthesymptomf abiologicalvirus,rather
thananalyzingthe DNA of thevirus.

We wantedto do severalthingsto preparefor observing
thevirus:

e Monitoring. We wantedto setup a machinewith spe-
cial logging,mostlyincludingpacketmonitors.

e Pointers. We wantedto ‘‘prime” the machinewith
pointersto othermachinesowe couldwatchhowthe
virus would attackits targets. By placingthe names

15This and all the other routines mentioned here are described in detail
in Appendix A. The routines mentioned here are not intended to be an
exhaugtivelist of the routineswe worked on.

161t turned out that we were wrong and the version of crypt was not the
sameaslibrary version[9]. Not everything you do at 3:00am turns out to
beright.
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of thetargetmachinesn manydifferentplacesonthe
““host” computemve couldalsoseehowthevirus cre-
atedits lists of targets.

e Isolation. We consideredsolatingthe machinesin-
volved from the networktotally (for paranoias sake)
or by a link-layer bridgeto cut down on the amount
of extraneousraffic monitored.Trueisolationproved
more thanwe were willing to dealwith at the time,
sinceall of our UNIX workstationsassumeaccesdo
many network servicessuchas nameserversndfile
servers. We didn’t want to take the time to build a
functionalstandaloneystemthoughthatwould have
beenfeasibleif we hadjudgedthe risk of infecting
othermachinegoo great.

Mike Muussreportedthat the BRL group focusedon
monitoringthevirusin action. Theyprepared specialog-
ging kernel,but evenin coordinationwith Berkeleywere
unableto re-infectthe machinein questioruntil Saturday

By 1:00amFriday we hadsetup the monitoringequip-
ment(anIBM PCrunninga packetmonitor)andtwo work-
stationgoneactingasthetarget,theotherrunningapacket
monitoringprogramandsavingthe packettracesto disk),
all separatedrom the networkby a link-layer bridgeand
haddubbedhewholesetupthe‘‘virusnet”. We,too,were
unsuccessfuin our attemptto get our target machinein-
fecteduntil we hadenoughof the virus decompiledo un-
derstandvhatargumentdt wanted. By 3:40amJohnKohl
hadthe virus runningon our "virus net” andwe learneda
lot by watchingwhatit did. The virus wassoonobserved
trying telnet, SMTR, andfingerconnectionso all gateways
listedin theroutingtable. Laterit wasseentryingr sh and
r exec into oneof thegateways.

At 4:22am,uponhearingof thevirus goingafteryetan-
otherhostin a‘‘new” manneyJonRochlisremarked‘This
really feelslike the movie Aliens. Sowhereis Sigourney
Weaver?' Seeingthe virus reachout to infect otherma-
chinesseemedjuite scaryandbeyondour control.

At 5:45amwe calledthefolks atBerkeleyandfinally ex-
changedtode. A numberof peoplein Berkeleyhadpunted
to getsomesleep,andwe hada bit of difficulty convinc-
ing the persorwho answeredeith Bostic's phonethatwe
werent the bad guy trying to fool them. We gavehim a
numberatMIT thatshowedupin theNIC’swhoisdatabase,
butheneverbotheredo call back.

At this point a bunchof us went out and broughtback
somebreakfast.

3.5.3 The Media Really Arrives

We hadbeenvery fortunatethatthe pressdid not distract
us,andthatwe werethusableto put mostof ourtime into
our decompilatiorandanalysisefforts. Jim Bruceandthe



MIT NewsOffice did a first ratejob of dealingwith most
of the pressonslaught By early morningFridaytherewas
so much mediainterestthat MIT News Office scheduled
a pressconferencefor noonin the ProjectAthenaVisitor
Centerin E40.

Justbeforethe pressconferencewe briefed Jim on our
findings and what we thoughtwas important: the virus
didn't destroyor eventry to destroyany data; it did not
appeatto be an ‘‘accident;’ we understoodnoughof the
virus to speakwith authority;manypeople(especiallythe
peoplewe hadtalkedto at Berkeley)hadhelpedto solve
this.

We were amazedat the size of the pressconference-
therewereapproximatelyenTV cameracrewsandtwenty-
five reporters. Jef Schiller spenta good amountof time
talkingto reporterdeforetheconferencgroperbeganand
manygot shotsof Jef pointing attheletters'(sh)” onthe
outputof aps command.JimandJef answeredjuestions
asthe decompilingcrew watchedfrom a vantagepointin
thebackof theroom. At onepointareporteraskedlef how
manypeoplehad enoughknowledgeto write sucha virus
andin particular if Jef couldhavewrittensuchaprogram.
Theanswemwasof coursemanypeoplecouldhavewritten
it andyes,Jef wasoneof them. The obviousquestiorwas
thenasked: *"Wherewereyou on Wednesdayight, Jef?”
Thiswasreceivedwith a greatdealof laughter But when
areporterstatedthat sourcesat the Pentagorhad saidthat
theinstigatorof thevirus hadcomeforwardandwasa BU
or MIT graduatestudentwe all gaspedandhopedit hadnt
reallybeenoneof our students.

After theconferencehepresdilmedmanyof usworking
(or pretendingto work) in front of computersaswell as
shortinterviews.

Themediawasuniformly disappointedhatthevirusdid
nothing evenremotelyvisual. Severalalsoseemedained
that we werent momentsaway from World War 1ll, or
thattherewerent large numbersof companiesand banks
hookedup to ““MIT’ s network’ who were goingto bere-
ally upsetwhenMondayrolledaround.Butthevastmajor-
ity of the pressseemedo be askinghonestjuestionsn an
attempto grapplewith theunfamiliarconceptf comput-
ersandnetworks.At the NCSCmeetingMike Muusssaid,
““My greatesfear wasthat of seeinga National Enquirer
headline:ComputeNirusEscapeso Humans 96Killed.”
Wewerelucky thatdidn’t happen.

Perhapshefunniestthingdoneby the presswasthepic-
ture of the virus codeprintedin Saturdays edition of the
Boston Herald[21]. JonKamensof MIT ProjectAthena
had madea window dump of the assemblycode for the
startof the virus (alongwith correspondinglecompiledC
code),evenincluding the window dump commanditself.
Thetruly amusingthingwasthatthe Herald hadgottenan
artistto addtractorfeedholesto the printoutin anattempt
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to makeit look like somethinghata computemighthave
generatedWe're suretheywould havepreferreda dotma-
trix printerto thelaserprinterwe used.

Keith Bosticcalledin themiddleof thepresszoo,butwe
weretoo busydealingwith the presssowe cuttheconver-
sationshort. He calledusbackaround3:00pmandasked
for our affiliationsfor his nextposting'?. Keith alsoasked
if we liked theideaof postingbugfixesto thevirusitself,
andwe instantlyagreedwith glee. Keith madehis fourth
bugfix postingat 5:04pm thistime with fixesto thevirus.
Againherecommendedenamingld, the UNIX linker.

Thingsbeganto wind down after that, thoughthe press
was still calling andwe managedo put off the NBC To-
day showuntil Saturdayafternoon.Most of usgota good
amountof sleepfor thefirsttime in severaldays.

3.6 Saturday: Source Code Policy

Saturdayafternoon,5 November1988, the Today show
cameto the SIPB Office, which they referredto as the
““‘computersupportclub” (sic), to find a groupof hackers.
They interviewedMark Eichin and Jon Rochlisand used
Mark’sdescriptiorof whathackergeallytry to doonMon-
day morning’s show

After the Today showcrew left, many of us caughtup
on our mail. It wasthenthatwe first sawAndy Sudduths
Thursdaymorningpostingtotcp-ip@sri-nic.arpaandMike
Pattonstoppedy andpointedouthow strangdt was.

Wesoonfoundourselvesn themiddleof aheatedliscus-
siononphage@purdue.eduregardinglistribuionof thede-
compiledvirussourcecode. Sincewe hadreceivedseveral
privaterequestgor our work, we satbackandtalkedabout
whatto do,andquicklyreachedconsensusWe agreedvith
mostof the othergroupsaroundthe countrywho hadcome
to the decisionnotto releasethe sourcecodethey hadre-
verseengineeredWe felt stronglythatthedetailsof thein-
nerworkingsof thevirusshouldnot bekepthidden putthat
actualsourcecodewasa differentmatter We (andothers)
intendedo write aboutthe algorithmsusedby thevirus so
that peoplewould learnwhatthe Internetcommunitywas
up against. This meantthatsomebodycould usethoseal-
gorithmsto write a newvirus; butthe knowledgerequired
to do sois muchgreaterthanwhatis necessaryo recom-
pile the sourcecodewith a new destructivdine or two in
it. Theenepgy barrierfor thisis simplytoolow. Thepeople
on our team(notthe MIT administrationdecidedto keep
oursourceprivateuntil thingscalmeddown;thenwe would
considerto whomto distribuethe program.A publicpost-
ing of theMIT codewasnotgoingto happen.

Jerry Saltzer amongothers,hasarguedforcefully that
the codeitself shouldbe publicly releasedat somepointin

17He almost got them right, except that he turned the Laboratory for
Computer Scienceinto the Laboratory for Computer Services.



thefuture. After siteshavehadenoughtimeto fix theholes
with vendorsuppliedbugfixes,we mightdo so.

3.7 Tuesday: The NCSC Meeting

OnTuesday Novemberl 988Mark EichinandJonRochlis
attendedhe Baltimorepost-mortenmeetinghostedby the
NCSC.We heardaboutthe meetingindirectly at 2:00am
andflew to Baltimore at 7:00am. Figuringtherewas no
time to wastewith silly thingslike sleep,we workedon
draftsof this document.The meetingwill be describedn
moredetailby the NCSC,butwe will present very brief
summarnyhere.

Attendingthe meetingwere representativesf the Na-
tional Institute of Scienceand Technology(NIST), for-
merlytheNationalBureauof Standardsthe DefenseCom-
municatiors Agency (DCA) , the DefenseAdvancedRe-
searchProjectsAgency (DARPA), the Departmenbf En-
ergy (DOE), the Ballistics ResearchLaboratory (BRL),
theLawrencelivermoreNationalLaboratory(LLNL), the
CentralintelligenceAgency (CIA), the Universityof Cal-
ifornia Berkeley (UCB), the Massachusettdnstitute of
Technolgy (MIT), HarvardUniversity, SRI International,
theFederaBureauwof Investigation(FBI), andof coursethe
Natioral ComputerSecurityCenter(NCSC).Thisis nota
completdist. Thelack of anyvendorparticipationvasno-
table.

Three-quartersf thedaywasspentdiscussingvhathad
happeneffomthedifferentperspectivesf thoseattending.
Thisincludedchronologiesactionstaken,andan analysis
of the detailedworkingsof the virus; Meanwhileour very
roughdraftwasduplicatedandhandedut.

The remaining time was spent discussingwhat we
learnedfrom the attackand what shouldbe doneto pre-
parefor future attacks. This was much harderand it is
notclearthatfeasiblesolutionsemeged,thoughtherewas
muchagreemenbn severamotherhoodndapple-piesug-
gestiors. By this we meanthe recommendationsound
goodandandby themselvesre not objectionablebut we
doubttheywill be effective.

3.8 Wednesday-Friday: The Purdue Inci-
dent

OnWednesdagveningd Novemberl988,Rich Kulawiec
of Purdugpostedo phage@purdue.edu thathewasmaking
availabletheunas disassemblethathe (andothersat Pur-
due)usedto disassembléhevirus. He alsomadeavailable
the outputof runningthe virus throughthis program. Ru-

morspreadindsoontheNCSCcalledseverapeopleatPur-
due,includingGeneSpaford, in anattempto getthiscopy
of the virus removed. Eventuallythe Presidenbf Purdue
wascalledandthe file wasdeleted. The New York Times
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ran a heavily slantedstory aboutthe incidenton Friday 11
Novemberl988P7].

Severalmistakesweremadehere. Firstthe NCSCwas
concernedaboutthe wrongthing. The disassembledgirus
was not importantand wastrivial for any infectedsite to
generatelt simply wasnotanywherenearasimportantas
the decompiledvirus, which could havevery easily have
beencompiledandrun. WhentheMIT groupwasindirectly
informedaboutthis anddiscoveredxactlywhatwaspub-
licly available,we wonderedwhatthe big dealwas. Sec-
ondly, the NCSCactedin a strong-handedhannerthatup-
setthe peopleat Purduewho got pushedaround.

Othersimilar incidentsoccurredaroundthe sametime.
JeanDiaz of the MIT SIPB, fowardeda partially decom-
piled copy of the virus'® to phage@purdue.edu at some
time on Friday4 Novemberl1988,but it spentseveraldays
in amail queueon hplabs.hp.com beforesurfacing.Thusit
hadbeenpostedeforeanyof thediscussiorof sourcecode
releasenadoccurred.It alsowasvery incompleteandthus
posediittle dangersincethe effort requiredto turnit into
aworkingviruswasakin to the effort requiredto write the
virus from scratch.

Thesetwo incidents however causedhe pressto think
thata secondutbreakof the virus hadonceagainbrought
the networkto its knees.RobertFrench,of the MIT SIPB
and Project Athena, took one such call on Thursday10
Novemberandinformedthereporterthatno suchoutbreak
hadoccurred.Apparentlyrumorsof sourcecodeavailabil-
ity (the PurdueincidentandJeans posting)ledto theerro-
neousconclusiorthatenoughinformationof somesorthad
beenlet outanddamagéadbeendone.Rumorcontrolwas
onceagainshownto beimportant.

4 Lessons and Open |ssues

The virus incidenttaughtmanyimportantlessons.It also
broughtup manymoredifficultissuesvhich needto bead-
dressedn thefuture.

4.1 Lessonsfrom the Community’s Reac-
tions

The chronologyof eventsis interesting. The mannerin
which the Internetcommunityreactedto the virus attack
pointsoutarea®f concerroratleastissuedor futurestudy

e Connectivitywasimportant.Siteswhichdisconnected
from thenetworkat thefirstsignof troublehurtthem-
selvesandthecommunity Not only couldtheynotre-
port their experiencesndfindings,but they couldnt
gettimely bug fixes. Furthermore othersitesusing

18This was the work of Don Becker of Harris Corporation.



themasmail relayswerecrippled,thusdelayingdeliv-

ery of importantmail, suchasAndy Sudduths Thurs-

daymorningposting,until afterthe crisishadpassed.
Siteslike MIT andBerkeleywereableto collaborate
in ameaningfuimannetbecaus¢heynevertookthem-
selvesoff thenetwork.

The “old boy network® worked. Peoplecalled and
sent electronic mail to the people they knew and

trusted and much good communicationhappened.

Thiscan't beformalizedbutit did functionquitewell
in thefaceof thecrisis.

Late night authenticatioris an interestingproblem.
How did you know that it really is MIT on the
phoneHow didyouknowthatKeith Bostic'spatchto
sendmai | isreallyafix andisn’tintroducinga new
problem? Did Keith really sendthe fix or wasit his
evil twin, Skippy?

Whom do you call? If you needto talk to the man-
agerof the Ohio StateUniversity networkat 3:00am
whomdo you call? How many peoplecanfind that
information,andis theinformationup to date?

Speakemphonesand conferencecalling provedvery
useful.

How groupsformedandwho led themis afascinating
topicfor futurestudy Don Alvarezof theMIT Center
for SpaceResearclpresentedhis observationsn this
attheNCSCmeeting.

Misinformation and illusions ran rampant. Mike
Muusscategorizedeverabf theseattheNCSCmeet-
ing. Ourspottingof a handshakevith ernieis butone
example.

Tools were not asimportantas one would have ex-
pectd.Most of decompilingwork wasdonemanually
with no moretoolsthana disassemblefadb) andan
architecturenanual.Basedonits experiencevith PC
viruses,the NCSCfeelsthatmoresophisticatedools
mustbe developed While this may be true for future
attacks,t wasnotthecasefor this attack.

Sourceavailability was important. All of the sites
which respondedyjuickly and madeprogressn truly
understandinthevirus hadUNIX sourcecode.

The academicsitesperformedbest. Governmentnd
commercialsiteslaggedbehindplaceslike Berkeley
andMIT in figuringoutwhatwasgoingon andcreat-
ing solutions.
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Managingthe presswas critical. We were not dis-
tractedby the pressand were able to be quite pro-
ductive. The MIT Newsofficedid a fine job keeping
the pressinformedandout of theway. Batchingthe
numerousrequestdnto one pressconferencehelped
tremendouslyThe Berkeleygroup,amongothersre-
portedthatit wasdifficult to getwork donewith the
pressconstantlyhoundingthem.

4.2 General Points for the Future

More generalssueshavepoppedo the surfacebecausef
thevirus. Theseincludethefollowing:

LeastPrivilege. This basicsecurityprincipleis fre-
guentlyignoredandthis canresultin disaster

“We havemetthe enemyandheis us.” Thealleged
authorof thevirus hasmadecontributbnsto thecom-
putersecurityfield andwas by any ddfinition anin-
sider;the attackdid not comefrom an outsidesource
whoobtainedsensitivenformation,andrestrictingin-
formationsuchassourcecodewould not havehelped
preventthisincident.

Diversity is good. Thoughthe virus picked on the
mostwidespreadperatingsystemusedon the Inter-
netandon thetwo mostpopularmachinetypes,most
of themachineson the networkwereneverin danger
A wider varietyof implementationss probablygood,
notbad. Thereis a directanalogywith biologicalge-
neticdiversityto bemade.

“The cure shouldnt be worse than the disease”’
ChuckColemadethis pointandCliff Stoll alsoargued
thatit maybe moreexpensiveo preventsuchattacks
thanit is to cleanup afterthem. Backupsaregood. It

may be cheapeto restorefrom backupghanto try to

figureoutwhatdamageanattackethasdonep).

Defensesmust be at the hostlevel, not the network
level. Mike Muussand Cliff Stoll have madethis
point quiteeloquentlyp]. The networkperformedits

functionperfectlyandshouldnotbefaulted;thetragic
flawswerein severalapplicationprograms Attempts
to fix thenetworkaremisguided.Jef Schillerlikesto

useananalogywith thehighwaysystem:anybodycan
drive up to your houseand probablybreakinto your

home, but thatdoesnot meanwe shouldclosedown
theroadsor putarmedguardson theexit ramps.

Logging informationis important. Thei netd and
t el net d interactionloggingthe sourceof virus at-
tacksturnedoutto bealucky break,butevensomany
sitesdid not haveenoughlogginginformationavail-
ableto identify the sourceor timesof infection. This



greatlyhinderedheresponsesincepeoplefrequently
hadto installnewprogramsawhichloggedmoreinfor-

mation. Onthe otherhand,logginginformationtends
to accumulatequickly andis rarely referenced.Thus
it is frequentlyautomaticallypurged. If we log help-
ful information,butfindit is quickly purged,we have
notimprovedthe situtationmuchat all. Mike Muuss-
pointsout thatfrequentlyonecanretrievesuchinfor-

mationfrom backupsf], but thisis notalwaystrue.

Denial of serviceattacksare easy The Internetis
amazinglyvulnerableto suchattacks. Theseattacks
arequitedifficultto preventputwe couldbemuchbet-
terpreparedoidentifytheirsourceghanwe aretoday
Forexamplegcurrentlyit is nothardtoimaginewriting
a programor setof programswhich crashtwo-thirds
of the existing Sun Workstatons or other machines
implementingSun’s Network Filesystem(NFS). This
is serioussincesuchmachinesarethe mostcommon
computersconnectedo the Internet. Also, the total
lack of authenticatiorand authorizationfor network
levelroutingmakesit possiblefor anordinaryuserto
disruptcommunicationor alargeportionof thelnter-
net. Bothtaskscouldbeeasilydonein amannemhich
makestrackingdowntheinitiator extremelydifficult,
if notimpossible.

A centralsecurityfix repositorymay be a goodidea.
Vendoramust participate.End userswho likely only
wantto gettheir work done,mustbe educatedabout
theimportanceof installing securityfixes.

Knee-jerkreactionsshouldbeavoided.Opennessind
freeflow of informationis thewholepointof network-
ing, andfundingagencieshouldnotbeencouragetb
doanythingdamagingdo thiswithoutverycarefulcon-
sideration.Network connectivityprovedits worth as
anaidto collaboratiorby playinganinvaluablerolein
the defenseandanalysisefforts during the crisis, de-
spitethe siteswhichisolatedthemselves.
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A The Program

This Appendixdescribeghe virus programsubroutire by
subrotine. For referencethe flow of informationamong
thesubroutiresis shownin Figure3.

A.1 Names

The core of the virus is a pair of binary modules,one for

the VAX architectureand the otherfor the Sunarchitec-
ture. Thesearelinkablemodules andthushavenamelists
for their internalprocedures.Many of the original names
areincludedherewith thedescription®f thefunctionsthe

routnesperformed.

It is surprisinghatthenamesareincluded,andastonish-
ingthattheyaremeaningful.Somesimpletechniquessuch
asrandomizinghe procedurenameswould haveremoved
anumberof cluesto thefunctionof thevirus.

A.2 main

Themainmodule thestartingpointof any C languagepro-
gram,doessomeinitialization,processegs commandine,
andthengoesoff into the loop which organizesall of the
realwork.

A.2.1 Initialization

Theprogranfirsttakessomestepdo hideitself. It changes
the‘‘zeroth” argument,whichis the processname,to sh.
Thus, no matterhow the programwas invoked, it would
showup in the processtable with the samenameas the
Bourre Shell,a programwhich oftenrunslegitimately

The programalso setsthe maximumcore dumpsizeto
zeroblocks. If the programcrasheé? it would not leave
a coredumpbehindto helpinvestigators It alsoturnsoff
handlingof write errorson pipes,whichnormallycausehe
progamto exit.

The nextstepis to readthe clock, storethe currenttime
in a local variable,and usethatvalue to seedthe random
numbergeneratar

A.2.2 Command line argument processing

The virus programitself takesan optional argument- p
whichmustbefollowedby adecimalnumberwhichseems
to be a procesdd of the parentwhich spawnedt. It uses
thisnumbedaterto kill thatprocessprobablyto ‘‘closethe
door’ behindit.

The rest of the commandline argumentsare ‘‘object
names. Theseare namesof filesit triesto load into its

19For example, the virus was originally compiled using 4.3BSD decla-
rationfiles. Under 4.2BSD, thealiasnamelist did not exist, and code such
asthe virus which assumes aliases are there can crash and dump core.
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addresspace.If it can't load oneof them, it quits. If the
- p argumentis given, it alsodeletesthe objectfiles, and
latertriesto removethediskimageof runningvirus,aswell
asthefile / t mp/ . dunb. (Thisfile is notreferencedany-
whereelsein thevirus, soit is unclearwhy it is deleted.)

Theprogranthentriedafew furtherstepsgexiting(* ‘bail-
ing out”) if any of themfailed:

¢ It checkedhatit hadbeengivenatleastoneobjecton

thecommandine.

e It checkedto seeif it had successfullyoadedin the

objectl 1. c.

If the*-p”” argumentwas given,the programclosesall
file descriptorsjn casethereare any connectionopento
the parent.

Theprogramtheneraseshetextof theargumentarray to
furtherobscurénowit wasstarted perhapgo hideanything
if onewereto geta coreimageof therunningvirus.)

It scanall of thenetworkinterfacesonthemachine gets
the flagsandaddressesf eachinterface. It triesto getthe
point-to-pant addresof the interface,skippingthe loop-
back address.It alsostoresthe netmaskfor that network
[23].

Finally, it kills off theprocessd givenwith the*‘-p’’ op-
tion. It alsochangeghe currentprocesggroup, so thatit
doesnt die whenthe parentexits. Oncethisis cleanedup,
it falls into the doit routinewhich performsthe restof the
work.

A.3 doit routine

This routineis wherethe programspendsmostof its time.

A.3.1 Initializatio n

Like themainroutine,it seedsherandormumbergenerator
with the clock, andstoresthe clock valueto latermeasure
how long thevirus hasbeenrunningon this system.

It thentrieshg. If thatfails, it trieshl. If thatfails, it tries
ha.

It thentriesto checkif thereis alreadya copyof thevirus
runningon thismachine.Errorsin this codecontributedo
the large amountsof computertime takenup by the virus.
Speciically:

e Onaone-in-severthancejt won't eventry to testfor

anothewvirus.

e Thefirstcopyof thevirusto runis theonly onewhich
listensfor others;if multipleinfectionsoccur‘‘simul-
taneously’theywill not‘‘hear’ eachother andall but
onewill fail to listen(seesectionA.12).

The remainderof the initialization routine seemsde-
signedto senda single byte to address128.32.137.13,
whichis ernie.berkeley.edu, onport11357.Thisneverhap-
pens,sincethe authorusedthe sendto functionon a TCP
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Figure3: The structureof the attackingengine.
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streamconnection,insteadof a UDP datagramsocket??
We haveno explanationfor this; it only triesto sendthis
packetwith a onein fifteenrandomchance.

A.3.2 Main loop

An infinite loop compriseghe main active componeniof
thevirus. It callsthe cracksome routine€?! which tries to
find somehoststhatit can breakin to. Thenit waits 30
secondslisteningfor othervirus programsattemptingto
breakin, andtriesto breakinto anotheibatchof machines.

After thisroundof attacksit forks,creatingwo copiesof
thevirus;the original (parent)dies,leavingthefreshcopy.
The child copy hasall of the informationthe parenthad,
while nothavingtheaccumulate€PUusageof theparent.
It alsohasa newprocessd, makingit hardto find.

Next, the hg, hl, andha routinessearchfor machinego
infect (seeAppendixA.5). The programsleepsor 2 min-
utes,andthenchecksto seeif it hasbeenrunningfor more
than12 hours,cleaningup someof the entriesin the host
listif it has.

Finally, beforerepeating,it checksthe global variable
pl easequi t. If it isset,and if it hastried morethan10
wordsfrom its own dictionaryagainstexistingpasswords,
it quits. Thusforcing pl easequi t to be setin the sys-
temlibrarieswill do very little to stemthe progresof this
virus?2.

A.4 Cracking routines

This collection of routinesis the “brain” of the virus.
cracksome, the main switch,choosesvhich of four strate-
giesto execute.lt is would be the centralpoint for adding
new strategiesif the virus were to be further extended.
The virus works each strategythroughcompletely then
switchesto the next one. Eachpassthroughthe cracking
routinesonly performsasmallamountof work, butenough
stateis rememberedn eachpassto continuethe nexttime
around.

A.4.1 cracksome

The cracksome routineis the centralswitchingroutine of

thecrackingcode. It decideswhich of the crackingstrate-
giesis actuallyexercisedhext. Again, notethat this rou-

tine was namedin the global symboltable. It could have
beengivenaconfusingor randomname butit wasactually
clearlylabelled,whichlendssomecredenceo theideathat
theviruswasreleasegrematurely

20|f the author had been as careful with error checking here as he tried
to be elsewhere, he would have noted the error *‘ socket not connected”
every timethis routine isinvoked.

21This name was actually in the symbol table of the distributed binary!

22 Although it was suggested very early [24].
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A.4.2 Phase0

The first phaseof the cracksome routinesreadsthrough
the/ et ¢/ host s. equi v file to findmachinenameghat
wouldbelikely targets.While thisfile indicatesvhathosts
the currentmachinetrusts,it is fairly commonto find sys-
temswhereall machinedn a clustertrusteachother and
at the very leastit is likely that peoplewith accountson
thismachinewill haveaccount®ntheothermachinesnen-
tionedin/ et ¢/ host s. equi v.

It alsoreadsthe/ . r host s file, which lists the setof
machineghat this machinetrustsroot accessrom. Note
thatit doesnot take advantageof the trustitself [25 but
merely usesthe namesas a list of additionalmachinego
attack.Often,systemmanagersvill denyreadaccessothis
file to anyuserotherthanrootitself, to avoidprovidingany
easylist of secondaryargetsthatcould be usedto subvert
the machinethis practicewould havepreventedhe virus
fromdiscoveringhosenamesalthough . r host s isvery
oftenasubsebf/ et c/ host s. equi v.

The programthenreadsthe entire local passworcdfile,
/ et c/ passwd. It usesthisto find personal f or war d
files,andreadsthemin searchof namesof othermachines
it can attack. It alsorecordsthe username, encrypted
password,and GECOS information string, all of which
are storedin the / et ¢/ passwd file. Oncethe program
scannedheentirefile, it advancedo Phasel.

A.4.3 Phasel

This phaseof the crackingcodeattackedpasswordsn the
local machine. It choseseverallikely passworddor each
user which werethenencryptedandcomparedgainstthe
encryptionsobtainedn Phased from/ et ¢/ passwd:

e No passwordatall.

Theusernameitself.

Theusernameappendedo itself.

The secondf the commaseparate @GECOSinforma-
tion fields,whichis commonlya nickname.
Theremainderof thefull nameafterthefirstnamein
the GECOSfields, i.e. probablythe last name,with
thefirstletterconvertedo lower case.

e This“‘lastname’ reversed.

All of theseattacksare appliedto fifty passwordsat a
time from thosecollectedin Phased. Onceit hadtried to
guessthe passworddor all local accountsjt advancedo
Phase2.

A.4.4 Phase?2

Phase? takesthe internalword list distribuied as part of
the virus (seeAppendixB) andshufiesit. Thenit takes
the wordsoneat a time anddecodeghem (the high bit is
seton all of thecharacter¢o obscurghem)andtriesthem



againsall collectedpasswordslt maintainsa globalvari-
ablenext wasanindexinto thistable. Themainloopuses
thisto prevenipl easequi t from causinghevirusto exit
until atleasttenof thewordshavebeencheckedagainsall
of the encryptionsn the collectedlist.

Again,whenthewordlistis exhaustethevirusadvances
to Phases.

A.4.5 Phase3

Phase3 looks at the local / usr/ di ct/ wor ds file, a
2447 4word list distributedwith 4.3BSD(andotherUNIX
systemspsa spellingdictionary Thewordsare storedin
this file one word per line. One word at a time is tried
againstall encryptedpasswords.If the word beginswith
an uppercaseletter, the letteris convertedto lower case
andthewordis tried again.

Whenthedictionaryrunsout, the phasecounteris again
advancedto 4 (thus no more passwordcracking is at-
tempted).

A.5 H routines

The ‘“*h routines’ are a collection of routineswith short
namessuchashg, ha, hi, andhl, which searchfor other
hoststo attack.

A5.1 hg

Thehgroutinecallsrt_init (if it hasnotalreadybeencalled)
to scanthe routingtable, andrecordsall gatewaysexcept
theloopbackaddressn a speciallist. It thentriesageneric
attackroutineto attackvia r sh, fi nger, and SMTR It

returnsafter thefirst successfuattack.

A5.2 ha

Theha routinegoesthroughthe gatewaylist andconnects
to TCP port23,thetelnetport,looking for gatewayavhich
arerunningtelnetlisteners.It randomizesheorderof such
gatewaysndcallshn (our name)with thenetworknumber
of eachgateway The ha returnsafter hn reportsthatit has
succeededrokeninto a host.

A5.3 hl

Thehl routineiterateghroughall theaddressefor thelocal
machinecalling hn with the networknumberfor eachone.
It returngif hn indicatessuccessn breakinginto a host.

A5.4 hi

Thehi routinegoesthroughthe internalhostlist (seesec-
tion A.4.2) andtriesto attackeachhostviar sh, f i nger,
andSMTPR It returnsif whenonehostis infected.
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A55 hn

Thehnroutine(ourname)followedhi takesanetworknum-
ber asan argument. Surprisingy it returnsif the network
numbersupplieds the sameasthe networknumberof any
of the interfaceson the local machine. For ClassA ad-
dressest usesthe ArpanetIMP conventionto createpos-
sibleaddresse® attack(net.[1-8].0.[1-255]) For all other
networksit guessefiostsnumberonethrough255on that
network. It randomizeghe order of this list of possible
hostsandtriesto attackup to twenty of themusingr sh,
finger,andSMTR If a hostdoesnotacceptconnections
on TCPport514,ther sh port, hn will nottry to attackit.
If a hostis successfullyattackedhn returns.

A.5.6 Usage

The *'h routines’ arecalledin groupsin themain loop; if

thefirst routinesucceede finding a vulnerablehostthe
remainingroutinesarenot calledin the currentpass.Each
routinereturnsafter it findsone vulnerablehost. The hg

routineis alwayscalledfirst, which indicatesthe virus re-
ally wantedto infect gatewaymachines. Next comeshi

which tried to infect normalhostsfoundvia cracksome. If

hi fails, hais called,whichseemedo try breakingnto hosts
with randomlyguessedaddressesn the far side of gate-
ways. Thisassumeshatall theaddresseor gatewayshad
beenobtained(which is not trivial to verify from the con-
voluted codein rt init), and implies that the virus would

preferto infect a gatewayandfrom therereachout to the
gatewaysconnecteahetworksratherthantryingto hopthe
gatewaydirectly. If hg, hi, andha all failedto infecta host,
thenhl is called which is similar to ha but usesfor local

interfacedor a sourceof networks.

It is notclearthatha andhl worked. Becauséhn returns
if theaddresss local, hl appeardo haveno chanceof suc-
ceeding.If alternateaddressefor gatewaysareindeedob-
tainedby otherpartsof the virus thenha could work. But
if only theaddressem theroutingtablewereusedit could
not work, sinceby definition theseaddressesnustbe on
a directly connectechetwork. Also, in our monitoringwe
neverdetectecan attackon arandomlygeneratecddress.
Theseroutinesdo notseemto havebeenfunctional.

A.6 Attack routines

Therearea collectionof attackroutinesall of whichtry to
obtainaBourneShellrunningonthetargetednachine.See
AppendixA.7 for adescriptiorof thel 1. ¢ programused
by all theattackroutines.



A.6.1 hul

Thehul routineis calledby the Phasel andPhases crack-
some subroutinesOncea passwordor usernameguessed
correctly this routineis calledwith a hostnamereadfrom
eithertheuserls. f orward or. r host s files. In order
to assumeaheusersid it thentriesto connecto thelocal
machinesr exec serverusingtheguessechameandpass-
word. If successfult runsanr sh to the targetmachine,
tryingto executea BourneShell,whichit useso sendover
andcompilethel 1. c infectionprogram.

A.6.2 Hit SMTP

Thisroutinemakea connectiorto TCP port 25,the SMTP
port, of a remotemachineandusedit to takeadvantagef
the sendmailbug. It attemptsto usethe debugoptionto
makesendrai | runacommand(the ‘‘recipient’ of the
message)which transfersthel 1. ¢ programincludedin
thebodyof themessage.

A.6.3 Hit finger

The*'hit finger’ routinetriesto makea connectiorto TCP
port 79, the finger port, of the remotemachine. Thenit
creates ‘‘magic packet’ which consistof

e A 400 byte “‘runway” of VAX ‘‘nop” instructions,

whichcanbe executecharmlessly

e A smallpieceof codewhich executesa BourneShell.

e A stackframe, with a return addresswhich would

hopefullypointinto thecode.

Note thatthe pieceof codeis VAX code,andthe stack
frameisaVVAX frame,in thewrongorderfortheSun.Thus,
althowgh the Sunfinger daemonhasthe samebug as the
VAX one,this pieceof codecannotexploitit.

The attackon thefingerdaemoris clearlyalysogenetic
“viral” attack (see Sectionl.2), since althougha worm
doesnt modify the hostmachineat all, the finger attack
doesmodify the runningfingerdaemonprocess.The "in-
jectedDNA” componenbf the virus containedthe VAX
instructionsshownin Figure4.

The execve systemcall causesthe current processto
be replacedwith an invocation of the namedprogram;
/ bi n/ sh is the Bourne Shell, a UNIX commandinter-
preter Inthiscasetheshellwindsuprunningwith itsinput
comingfrom, andits outputgoingto, the networkconnec-
tion. The virus thensendsoverthel 1. ¢ bootstrappro-
gram.

A.6.4 Hit rsh

Thisunlabeledoutinetriesr sh to thetargethost(assum-
ing it cangetin asthecurrentuser). It triesthreedifferent
namedor ther sh binary,

22

e /usr/ucb/rsh

e /usr/bin/rsh

e /bin/rsh
If oneof themsucceedsit triesto resynchroniz¢seeAp-
pendixA.8.1)theconnectionif thatdoesnt succeedvithin
thirty secondst kills off thechild processlf successfuthe
connectiorcanthenbeusedo launchthel 1. ¢ “‘grapping
hook” programat thevictim.

Note that this infection methoddoesnt specify a user
nameto attack;if it getsinto the remoteaccount,it is be-
causedheuserthatthevirusis runningasalsohasanaccount
ontheothermachinewhich truststhe originatirg machine.

A.6.5 Hit rexec

The hit rexec routine usesthe remote executionsystem
whichis similartor sh, butdesignedor useby programs.
It connectsand sendsthe username,the password,and
/ bi n/ sh asthecommando execute.

A.6.6 makemagic

Thisroutinetriesto makeatelnetconnectiorto eachof the
availableaddressefor thecurrentvictim. It brokethecon-
nectionsimmediately often producingerror reportsfrom
thetelnetdaemonwhichwererecordedandprovidesome
of the earliestreportsof attackattempts?®

If it succeedem reachingthe host,it createsa TCP lis-
teneronarandomportnumberwhichtheinfectedmachine
would eventuallyconnectackto.

A.7 Grappling Hook

A shortprogram,named| 1. c, is the commongrappling
hookthatall of the attackroutinesuseto pull overtherest
of thevirus. It is robustlywritten,andfairly portable.It ran
on anumberof machinesvhich wereneitherVAX or Sun,
loadingthemdownaswell, butonly makingthemperiph-
eralvictims of thevirus.

Thefirstthingit doesis deletethe binaryit wasrunning
from. It checksthatit hasthreeargumentgexitingif there
arent threeof them). It closesall file descriptorsandthen
forks, exitingif thefork fails. If it succeedsthe parentex-
its; thisleavesno connectiorfrom thechild to theinfection
route.

Next, it createsa TCP connectionbackto the address
givenasthefirstargumentandtheportgivenasthesecond.
Thenit sendsover the magic numbergiven as the third.
Thetext of eachargumentis erasedmmediatelyafterit is
used.Thestreanconnectioristhenreusedstheprograms
standardnputandoutput.

230n fast machines, such asthe DEC VAX 3200, theremay beno record
of these attacks, since the connectionis handed off fast enough to satisfy
the daemon.



pushl $68732f push '/ sh<NUL>'

pushl $6e69622f push '/ bin

nov| sp, r10 save address of start of string
pushl $0 push 0 (arg 3 to execve)

pushl $0 push 0 (arg 2 to execve)

pushl rio push string addr (arg 1 to execve)
pushl $3 push argunment count

nov| sp, ap set argument pointer

chnk $3b do "execve" kernel call.

Figure4: VAX intructionsfor thef i nger attack.

A loop readsin a length (as a network byte order 32-
bit integer)andthena filename. Thefile is unlinkedand
openedor write, andthenthefile itselfis readin (usingthe
numberof bytesreadin earlier) On any error, all of the
filesareunlinked.If thelengthreadin is -1, theloop exits,
anda BourneShellis executedreplacingthel 1 program,
andgettingits inputfrom the samesource.)

A.8 Install Routines

Thereare a variety of routinesusedto actuallymovethe
virus from one machineto the other They dealwith the
““virus protocol’ connectionmadeby thel 1. ¢ injected
proglamor with theshellthatit spawns.

A.8.1 resynch

Theresynch routinesendscommandgo a remoteshell,re-
guestig thatit echobacka specfic randomlychosemum-

ber. It thenwaits a certainamountof time for a response.

This routineis usedto indicatewhenthe varioussubpro-
gramof theinfectionprocedurdnavecompiledor executed
anda BourneShellpromptis availableagain.

A.8.2 waithit

Thisroutinedoesmuchof thehighlevelwork. It waits(up
to 2 minutes)or a returnconnectiorfrom a victim (which
hashadl 1. c injectedintoit.) It thentriesto reada magic
numberwhich hadbeenpreviouslysentto thatvictim asa
commandine argumentto thel 1 program)andgivesup
aftertenseconds.

After theconnectiornis establishedall of thecurrent ‘ob-
jects’ in storagein the virus arefed downthe connection
into thevictim. Thenit triesto resynchronizeandif it suc-
ceedssendsdowncommandgo

e setthe PATH of thevictim shell

e try to deletesh in thecurrentdirectory(/ usr/ t np)
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if thedeletefails, pickarandonnameto useinsteact*
e scanthelist of objects,looking for namesendingin
.0
¢ link andrun eachof thesewith thecommandine ar-
guments
e -p $3, where$$ is theprocessd of thevictim
shell
e eachobjectname
e resynchronizeif thisfails, assumehatthevirus suc-
ceeded(sincethe - p optiontells the virus to kill off
theparentshell)andsetflagbit 1 of the hostlist entry
(thehostlist is detailedin sectionA.9).

e deletethe compiledprogram,and go on to the next

object.

Thus, to add anothermachinetype, the virus merely
needdo bestartedwith a newobjectbinaryasa command
line option, which will thenbe propagatedo the nextin-
fectedhostandtried.

Note that the path used here was PATH= bi n:
[ usr/ bin: / usr/ ucb which is certainlyreason-
able on most systems. This protectssystemswith ‘“‘un-
usual’ filesystemlayouts,andsuggestshatcompletecon-
sistencyamongsystemanakesthemmaorevulnerable.

A.9 Host modules

Theseare a setof routinesdesignedo collect namesand
addressesf targethostsin a masterlist. Eachentry con-
tainsup to six addresses)p to twelve names,anda flags
field.

A.9.1 Name to host

This routinesearcheshe hostlist for a given namedhost,
returnsthelist entrydescribingt, andoptionall addsit to
thelist if it isn’t therealready

24 Since the delete command used (r m - f ) did not remove directories,
creating adirectory / usr/ t np/ sh stoped the virug[26]. However, the
virus would still use CPU resources attempting to link the objects, even
though it couldn’t write to the output file (sinceit was a directory).



A.9.2 Addressto host

Thisroutinesearcheshe hostlist for a givenhostaddress,
returngthelist entrydescribingt, andoptionally addsit to
thelist if it isn't therealready

A.9.3 Add address/name

Theseworoutinesaddedanaddres®ranameto ahostlist
entry, checkingto makesurethatthe addresor namewas
notalreadyknown.

A.9.4 Clean up table

Thisroutinecyclesthroughthe hostlist, andremovesany
hostswhichonly haveflagbits 1 and2 set(andclearsthose
bits.) Bit 1 is setwhena resynchroniz€in waithit) fails,
probaby indicatingthat this host‘‘got lost”. Bit 2 is set
whena namedhosthasno addressespr whenseveraldif-
ferentattackattemptdail. Bit 3 is setwhenPhase) of the
crackroutinessuccessfullyetrievesanaddresg$or thehost.

A.9.5 Get addresses

Thisroutinetakesan entryin the hosttableandtriesto fill
in thethegaps.It looksup anaddresdor a nameit has,or
looks up a namefor the addresseé has. It alsoincludes
anyaliasest canfind.

A.10 Object routines

Theseroutinesare what the systemusesto pull all of its
piecesinto memorywhenit starts(after the hosthasbeen
infected)andthento retrievethemto transmitto anyhostit

infects.

A.10.1 Load object

This routineopensa file, determinesdts length, allocating
theappropriateamountof memory readst in asoneblock,
decodeghe block of memory (with XOR). If the object
namecontainsacommaijt movespastit andstartgshename
there.

A.10.2 Get object by name

Thisroutinereturnsapointertotherequestedbject. Thisis
usedto findthe piecesto downloadwheninfectinganother
host.

A.11 Other initialization routines
A11.1 if init

This routinescansthe array of networkinterfaces.It gets
theflagsfor eachinterface,and makessurethe interface
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is UPandRUNNING (specfic fieldsof theflagstructure).
If the entryis a pointto point type interface,the remote
addresss savedandaddedo thehosttable. It thentriesto

entertherouterinto the list of hoststo attack.

A.11.2 rt init
Thisroutinerunsnet st at -r - n asasubprocessThis
showsthe routingtable, with the addressetisted numer-
ically. It givesup afterfinding 500 gateways.It skipsthe
defaultroute aswell astheloopbackentry. It checkdor re-
dundanentries,andchecksto seeif thisaddresss already
aninterfaceaddresslf not,it addsit to thelist of gateways.
After thegatewaylist is collectedjt shuflesit andenters
theaddresses thehosttable.

A.12 Interlock routines

Thetwo routinescheckother andothersleep areattheheart
of theexcessiveropagatiorof thevirus. It is clearthatthe
authorintendedfor the virus to detectthata machinewas
alreadyinfected,andif soto skipit. The codeis actually
fraughtwith timing flaws and designerrorswhich lead it
to permitmultiple infections probablymoreoftenthanthe
designeiintended®.

An active infection usesthe othersleep routinefor two
purposesfirstto sleepsothatit doesnt usemuchprocessor
time, and secondto listen for requestdrom *“‘incoming”
viruses.Theviruswhichis runningothersleepis referredto
asthe'listener’ andtheviruswhichis runningcheckother
is referredto asthe‘‘tester".

A.12.1 Checkother

The testertries to connectto port 233570on the local ma-
chine(usingtheloopbackaddress127.0.0.1}o sesif it can
connecto alistener If anyerrorsoccurduringthis check,
thevirusassumeshatnollisteneris presentandtriesto be-
comeallisteneritself.

If theconnectioris successfulthecheckeisendsamagic
numbet®, andlistens(for up to 300 secondsfor a magic
numberfrom thelistene??. If the magicnumberis wrong,
the checkerassumest is being spoofedand continuesto
run.

The checkerthenpicks a randomnumber shiftsit right
by three(throwingawaythe lower threebits) andsendst
to the listener It expectsa numberback within ten sec-
onds,whichit addsto theonesent.If thissumis even,the

25This behavior was noted by both looking at the code and by creating
a testbed setup, manually running a program that performs the checking
and listening functions.

26874697,¢,88654311¢,0416432273

271488986, 134568810, 051042305



sendeilincrement9l easequi t , which (asnotedin sec-
tion A.3.2) doesvery little.

Onceit hasfinishedcommunicatingor failing to com-
municate)with thelistener thecheckersleepdor five sec-
ondsandtriesto becomealistener It createsa TCP stream
socket setsthe socketoptionsto indicatethatit shouldal-
low multiple bindsto thataddresgin casethelistenerstill
hasnt exited, perhaps?)andthenbindsthe socketto port
23357 andlistensonit (permittinga backlogof upto ten
pendirg connections.)

A.12.2 Othersleep

The otherdeep routineis run whenthe main body of the
virus wantsto idle for a periodof time. This wasappar-
entlyintendedto helpthevirus ‘*hide” sothatit wouldn’t
useenoughprocessotime to be noticed. While the main
progiamsleepsthelistenercodewaitsto seeif anycheck-
ershaveappeare@ndqueriedor theexistencef alistener
asasimple‘‘backgroundask’ of themainvirus.

The routinefirst checksto seeif it hasbeensetup asa
listener;f not, it callsthenormalseep functionto sleepfor
therequesteschumberof secondsandreturns.

If it is setup asalistener it listenson the checkingport
with atimeout. If it timesout, it returnsotherwiseit deals
withtheconnectiorandsubtractsheelapsedealtimefrom
thetime outvalue.

The body of the listener*‘accepts’ the connectionand
sendsamagicnumberto thechecker It thenlistens(for up
to 10 secondsjor thecheckets magicnumberandpicksa
randomnumber It shiftstherandomnumberightby three,
discardinghelower bits, andsendst up to the checker;it
thenlistens(for up to 10 secondsfor a randomnumber
fromthe checker If anyof thesestepsfail, the connection
is closedandthe checkeris ignored.

Oncetheexchangefiaveoccurredtheaddres®f thein-

comingconnectioris comparedvith theloopbackaddress.

If it isnotfromtheloopbackaddresstheattempisignored.
If it is, thenif thesumof theexchangedandomnumberds
odd, thelistenerincrementgl easequi t (with littl e ef-
fect,asnotedin sectionA.3.2) andclosesthelistenercon-
nection.

B Built in dictionary

432wordswereincluded:

aaa academia aerobics
airplane albany albatross
albert alex alexander
algebra aliases alphabet
ama amorphous analog

anchor andromache animals
answer anthropogenic anvils

anything
arrow
atmosphere
bacchus
bananas
barber
bassoon
beauty
benz
berliner
bicameral
brian
bumbling
cantor
carolina
castle
celtics
charles
chester
clusters
collins
condo
cornelius
creosote
dancer
dave
deluge
dieter
disney
duncan
edges
edwina
eileen
elizabeth
engine
enzyme
estate
extension
fender
finite
float
foolproof
format
fred

fun
gardner
geoge
glacier
gorgeous
gouge
guest
guntis
handily

aria
arthur
aztecs
bailey
bandit
baritone
batman
beethoven
beowulf
beryl

bob
bridget
burgess
cardinal
caroline
cat
cerulean
charming
cigar
coffee
commrades
cookie
couscous
cretin
daniel
december
desperate
digital
dog
eager
edinbugh
egghead
einstein
ellen
engineer
ersatz
euclid
fairway
fermat
fishers
flower
football
forsythe
friend
fungible
gaffield
gertrude
gnu
gorges
graham
guitar
hacker
happening

ariadne
athena
azure
banana
banks
bass
beater
beloved
berkeley
beverly
brenda
broadway
campanile
carmen
cascades
cayuga
change
charon
classic
coke
computer
cooper
creation
daemon
danny
defoe
develop
discovery
drought
easier
edwin
eiderdown
elephant
emerald
enterprise
establish
evelyn
felicia
fidelity
flakes
flowers
foresight
fourier
frighten
gabriel
gauss
ginger
golfer
gosling
gryphon
gumption
hamlet
harmony



harold
heinlein
herbert
honey
hutchins
include
innocuous
japan
jixian
joshua
julia
kernel
ladle
larkin
lebesgue
leroy

lisa
macintosh
magic
markus
master
merlin
michelle
minsky
morley
napoleon
network
noxious

oceanography

olivia
orwell
oxford
pakistan
password
peoria
persona
philip
pizza
polynomial
poster
prelude
protect
puneet
rachmanindf
raleigh
really

rick
rochester
ronald
roses
ruth
scamper
scotty

harvey
hello
hiawatha
horse
imbroglio
ingres
irishman
jessica
johnny
judith
kathleen
kirkland
lambda
larry

lee

lewis
louis
mack
malcolm
marty
maurice
mets
mike
moguls
mozart
nepenthe
newton
nutrition
ocelot
oracle
osiris
pacfic
pam
patricia
percolate
pete
phoenix
plover
pondering
praise
prince
protozoa
puppet
rainbow
random
rebecca
ripple
rolex
rosebud
ruben
sal
scheme
secret

hebrides
help
hibernia
horus
imperial
inna

isis
jester
joseph
juggle
kermit
knight
lamination
lazarus
leland
light
lynne
maggot
mark
marvin
mellon
michael
minimum
moose
nancy
ness
next
nyquist
olivetti
orca
outlaw
painless
papers
penguin
persimmon
peter
pierre
plymouth
pork
precious
princeton
pumpkin
rabbit
raindrop
rascal
remote
robotics
romano
rosemary
rules
saxon
scott
sensor
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serenity
shefield
shivers
simon
single
smooch
snoopy
sossina
spring
strangle
subway
super
supported
swearer
tape
taylor
thailand
tomato
toyota
trombone
umesh
unknown
vasant
village
water
whiting
william
winston
wombat
yacov
yosemite

sharks
sheldon
shuttle
simple
smile
smother
soap
sparrows
springer
stratford
success
superstage
surfer
symmetry
target
telephone
tiger
topography
trails
tubas
unhappy
urchin
vertigo
virginia
weenie
whitney
williamsburg
wisconsin
woodwind
yang

zap

C Cast of Characters

sharon
shiva
signature
singer
smiles
snatch
socrates
spit
squires
stuttgart
summer
support
suzanne
tangerine
tarragon
temptation
toggle
tortoise
trivial
tuttle
unicorn
utility
vicky
warren
whatnot
will

willie
wizard
wormwood
yellowstone
zimmerman

This is an alphabeticalist of all the peoplementionedin
section3, theirnetworkaddressesndaffiliations.

Don Alvarez <boomer@space.mit.egu
MIT Centerfor SpaceResearch

RichardBasch<probe@athena.mit.egu
MIT AthenaandSIPB

Don Becker<becker@trantoharris-atd.cons
Harris Corporatiom andMIT SIPB.

Matt Bishop<bishop@beadartmouth.edx
DartmouthUniversity

Hal Birkeland<hkbirke @athena.mit.edu
MIT MediaLaboratory

Keith Bostic <bostic@oked&.berkeleyedu>



Universty of California,Berkeley

RusselBrand<brand@lll-cg.linl.gov>
LawrencelivermoreNationalLaboratory

JameD. Bruce<jdb@delphi.mit.ed+
MIT InformationSystems

JohnBruner<jdb@mordorsl.gow
LawrencelivermoreNationalLaboratory

LiudvikasBukys <bukys@cs.rochestexdu>
Universty of Rochester

ChuckCole <cole@lll-cig.linl.gov>
LawrencelivermoreNationalLaboratory

PascalChesnaisclacsap@media-lab.rdé.mit.edy
MIT MedialLaboratory

JearDiaz <ambar@athena.imedu>
OracleCorporatim andMIT SIPB

DaveEdwards<dle@sri.com>
SR, International

Mark Eichin <eichin@athena.mit.edu
MIT AthenaandSIPB

KentEngland<kwe@bu-cs.bu.ed
Bosta University

PaulFlaherty< paulf@jessica.stanford.exu
StanfordUniversity

JimFulton<jim@expo.lcs.mit.edx
MIT X Consortium

RobertFrench<rfrench@athena.mit.ecdu
MIT SIPBandProjectAthena

DanGeer<geer@athena.mit.egu
MIT ProjectAthena

PaulGraham<pg@harvard.eds
HarvardUniversity

ChrisHanson<cph@zurich.ai.mit.edu
MIT Al Laboratory

Segio Heker<heker@jvnca.csorg>
JohnVon NeumanrNationalSupercompute€Center
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RayHirschfeld<ray@math.mit.edu
MIT Math Department/AlLaboratory

RonHoffmann<hoffmann@bitsymit.edu>
MIT TelecommunicationsletworkGroup

JonKamens<jik@athena.mit.edx
MIT ProjectAthenaandSIPB

Mike Karels<karels@ucbarpa.berkelegu>
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